Enrollment No./Seat No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA IN ENGINEERING - SEMESTER - IIl EXAMINATION - WINTER 2025

Subject Code: D103016021 Date: 06-12-2025
Subject Name: Cryptography and Web Security

Time: 10:30 AM TO 01:00 PM Total Marks: 70
Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (a) With the reference to computer security, explain confidentiality, integrity and 03
availability.
(1) slawgger RAsAANLatl 2iea] ai SIesdRAIAE), FodlaNd) 210 2AARGE 03
AHwdl.

(b) Encrypt the given plain-text using Additive cipher algorithm. Show the modular 04
arithmetic calculation for encryption.

Plain-text: "transform" Key: 9

(61) 20E Qoi2see o ALY ARIS A@TREHA GUAI S3a Alaighe sA.  OF
Aaisllol HI2 HSYCR 2RIctofl dAic] exifdl.

Qol-ese: "transform" Sl: 9

(©) Write the Euclidean algorithm. Find the GCD(Greatest Common Divisor) of 1064 07
and 940 using the algorithm. Show each step of the algorithm calculation in tabular
format as given below.

q rl r2 r

(8) yBcilSuot 2caNRu ). 21 AENRYHN GUAol s3la 1064 Ha 940 ol 09
ALALU. (AR1TUH AlHIoY AHUYY) N, ANRYH deIalall €25 Udldl ofl
AU siwes Hi exlfdl.

q rl r2 r

OR

(©) Write extended Euclidean algorithm. Find the multiplicative inverse of 19 in 07
Z35 using the algorithm. Show the each step of algorithm calculation in tabular format

as given below:

q rl r2 r sl s2 s
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Q.2

Q.3

(s)

(a)
(1)
(b)
(1)
©
(s)

(@)

(1)

(b)

(o)

(©
(s)
(a)
(1)
(b)
(c1)
(©

(s)

A5A20SS Y[S5E(SUal AENRUH AUl 211 AN RYUHN GUAN STal Z35 Hi 19 ol

Hc-?\ﬁ‘c%é]q gotad 2. AN RUAH 211dd)all €25 Uda1dl of | AHINd SIes Hi
efdl.

q rl r2 r sl s2 s

Explain divisibility and division algorithm.
(SR Id1] 2Hal [S[A%Bal 2CATRUH A,

Draw the model for network security and explain.
d2d$ RIsARIElo HIny €11 ol AH¥d],
Explain six security services in detail.

&9 RASAINE] AdiAa [Aa1dd R 1),
OR

Ifa=12,b=11 and n =7 then prove that (a X b) mod n = [(a mod n) x (b mod n)]
mod n.

a=12,b=11 2 n=7dl A1[Ad $A 5 (a x b) mod n = [(a mod n) x (b mod n)]
mod n.

With reference to modular arithmetic, explain the sets Z,, and Z,*. Provide the
members of the set Z; and Z,*.

HISYAR 2AfCicloll AeRlHi, a1 Z, 2ol Z,* AHWd]. Z; ol Z7* 2IRlall A0
¥R1Idl.

Explain two passive and four active attacks of network security.

d2a$ RIsAIEIEletl A URAd(URIN) V1ol AR A(S2U(McAZ]) GHAIRAT AHN].
Explain stream cipher and block cipher with example.

2214 ARIS Aal cdlS A1SR BEIgI A1 4],

Explain working of Autokey cipher with example.

12151 A1s0l] IR yLuld Belgl 218 2Hwdl.

Convert the given plain-text: “decisions” into cipher-text using Hill cipher. Show all
the steps for calculation.

dec 5 710
1S 1 317
Plain-text: L ™ S]key:L0 9 2

AH1Ud L@al-2se: “decisions” ol [6A A1US01 GUANI| S3lal HlRUS-2S22eH] 4.
s1RId3lall Led] o UdIdi cididl.

dec 5 710
1S 317
Wot2522: [0 1 $]:[0 5 2
OR
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Q.4

Q.5

(a)
(1)
(b)
(c1)

(c)

(s)

(a)
(1)
(b)
(c1)
(©)

(s)

(@)

(1)

(b)
(c1)
(©)
(s)
(a)

(1)

(b)
(1)
(c)

(s)

Explain keyed transposition cipher with example.
sldig] gloAUl(FI0l A4S GEIGRRI A1 AHA],
Encrypt the given plaint-text: "battery" using Playfair cipher. The key : FORUM

UM Ldol-2522: "battery” ol LA% A4S0l U1l s3] Aosie 2. d Higdl sl
FORUM

Explain key-generation of RSA with example. Show encryption and decryption using
RSA algorithm with example.

RSAq] sl-%oiRlol GeIgRRl A1 AHNd]. RSA AEITReH0 GUAd s3ldl
Aogielel Hal SlsIRial Ulsul Gelgel 2418 exlid].

Discuss the web security threats on integrity and confidentiality.

godlAE] al sllo55021c1E] U2 Aot RISAIFNE]ofl vidrIA1 / YaS1AI6ll AT S,
Draw and discuss SSL protocol stack in short.

SSLMI2ISIA 228 E1R] Vol ¢sHi AH¥d].

For secure electronic transaction, explain role of its participants. Enlist sequence of
events occur during transaction.

RisUR gasllols 2loBsRUol Hizoll AgciNAlofl oS A4l 2loBSUol
e341al d] eeat iAol sH2l: A1E] Hatidl,

OR

To provide web security, discuss the approaches at network, transport and application
level.

dot RISAZNZ] 21Ul HIZ, al2dS, 2loAUI2 Hal ATaSRAcl AA Uil AA(@21310]]
UAT S2.

Give the full form of TLS and HTTPS. Explain HTTPS connection initiation.

TLS 4ol HTTPS ofl YRl ol |H A1Ul. HTTPS Soistlol g(ciAAat AHd].

Compare SSL (Secure Socket Layer) with SET (Secure Electronic Transaction).
SSL([RAsR 24152 A2AR) 2Hal SET (RISUR gAS2I[61S 2loRBsUat) of| 2uiidH Rl 2.

If the key is 11 and its multiplicative inverse key = 19 then, decrypt the cipher-text:
"dagcqo" which is encrypted using multiplicative cipher algorithm.

1 51 11 81 Aal dofl HeElvdI32ld goiu] (cud) S1 =19 81 dl, A1US-2522:
"dagcqo" al Slslte 51 3 ol HEZvdIBEld 21RIS2 A NTReH] Aose s¢ B,

Explain the need of firewall in the network security.
deus RSN HI siRAId ofl ¥3RyId A=A,

Define intrusion, intrusion detection and intrusion detection system. Explain misuse
detection and anomaly detection approaches of intrusion detection.

gogsal (gRARIVIRD), Jogsel [S2sRUal Aol ogxsal [SesUcl ULt AR .
gogsol [SesRlototl [AAY% (S2sRUat Vial AailHd] [SesRUal 2411 AHwd].
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OR
(@) Explain the categories of the intruders in the system security.
(1) Reea RsANAAaI 1NN AN 23190,

(b) Explain the working of one-time pad algorithm with example.

(@) gat-21g1 Vsl 51§ ueul@ Gelsl 2419 AHd).

()  Explain packet filtering firewall, application and circuit-level gateway.

(8) U3z (3cedlol siRdld, AACAB I ol A]2-Aud 32 AHend).

*kk
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