Computer Networks & Data Communication (4361101) - Summer 2025 Solution (Gujarati) by Milav Dabgar

yed 1(H) [3 d1el]
[GlGe DSL 2s4idi) Seldi 244 ADSL U2 Ui s2i

¥dIGL:

DSL 2sidi¥)-I UsIR:

DSL usI? yg A ails

ADSL Asymmetric DSL 1-8 Mbps
SDSL Symmetric DSL 768 Kbps
VDSL Very high DSL 52 Mbps
HDSL High bit-rate DSL 1.5 Mbps

ADSL Al [GeivdiAi:

o Y}HYHILL a2l upload/download 2uls
e Frequency Division: sia-] diciiH] 2[Agid @l1g441 Gualol

e Download ils: Upload sadi ggli

Hu2l 2ls: "ADSL sIGAdis 23sul"

yed 1(6l) [4 d1el]
IE2sUA1 A191R 4245 gdilseld geid s2l.
FdIGi:

d2ds dIlE2sAR ydils2wel:

AIlS2su qeid [Goivdivii
Peer-to-Peer 614l nodes 4 sigf s~dly vdz 42l
Client-Server s<lsd Hisd SEIORECE

Client-Server SIRIEII:

o Sl [[RieL 241201 g2 UA 44 YR8
o dA1ad 2RI 2id1gi-] siigm Guaiol
o 28dlGiI[A2l: ag gurieisdiziid 2iciioll e1s
o 521 YRa&ll: Gisd? cisAHY i Y4:uifid

P2P digilGisdiii:
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o [G5lsa: [xsadii s [Glg -2l

[ (4
o YRS HARSIRS: AHMUd 2d2-] %32 42l

J4u2 2ls: "Client 2113] Jai 414"

yed 1(s) [7 1]
0SI HiSa] gld €121 44 Gigl 2d2i A1 [darddIR A4l

‘ Application Layer - 7 H Presentation Layer - H Session Layer - 5 H Transport Layer - H Network Layer - H Data Link Layer - H Physical Layer -

OSI 2dRiI sIAl:

2dR siRi Gelsell

Application duRlRISdi g-225 HTTP, FTP, SMTP
Presentation el [zl Encryption, Compression
Session Session @I9g2)1u- NetBIOS, RPC

Transport End-to-end [s/@az] TCP, UDP

Network Routing IP, ICMP

Data Link Frame (s(duz] Ethernet, PPP

Physical Bit waRel Cables, Signals

Yy [Geindiii:

o 2d26ig IGIIH: €35 2dR AUiSSA SR 52 &
o Hidslsel: vidlis IR HIsd

o AHRAI [HUIReL: H24S AHRUIRAT HIOUUIH] 120

442 2ls: "cial disl g4l s2a1 21 Yiaifdo) 52"

ved 1(s OR) [7 3jei]

TCP/IP protocol suite i diagram €i2i ¥4 Application Layer, Transport Layer 14 Network Layer 1 sial
[Ga1darR audl.

¥dIGL:
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A 4

HTTP, FTP, SMTP, DNS

Application Layer —\

Transport —\
TCP, UDP —/ Network Data Link
IP, ICMP, ARP —/
2dRidI sIAl:

2dR Yo sif Protocols
Application quRl2Isdi AdRAI HTTP, FTP, SMTP
Transport End-to-end [s[dazl TCP, UDP
Network Routing packets IP, ICMP

Application Layer siai:

e Web JddIdii: dai 6i1G[321 Hi2 HTTP
¢ File Transfer: sigd 2i[321 412 FTP

e Email: Hgd [S[dadl vi2 SMTP
Transport Layer sIi:

o [Geudly [S[Aul: TCP Said] 2AvilSddl yfd(gid s2
o ldyA-la [SfAdul: syl yaiel Hie UDP

e Port Numbers: dissa applications i
Network Layer sIi:

e Logical Addressing: Guszell Hi2 IP addresses
e Routing: packets Hi2 2its 12T Yaiga]]

e Fragmentation: Hi2| packets disdl

43 gls: "Applications Transport Networks"

yed 2(4) [3 dpel]
WWW 44%1dl.

World Wide Web (WWW):

No.
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g2s

Web Browser
Web Server
HTTP

URL

WWW [d2indii:

e Hypertext: HTML diuglA linked documents

CTE

Client software
doiilg2d host 52
YR protocol

doi address

e Client-Server Model: Browser [d4d] s2, server &dici IV

e idBis wder: Platform independent
el2si:
e HTML: doi Uss Hi2 markup language

e Browser: Firefox, Chrome, Safari

H442l 2ls: "Web [Guci siH s2"

e 2(6i) [4 d1e1]
FDDI 214 CDDI 34%di.
¥UIGI:

FDDI vs CDDI a2uiiHeil:

ERRET FDDI
Medium Fiber optic
adls 100 Mbps
id? 200 km
uif qeR

FDDI [G2iNdixi:

CDDI
Copper wire
100 Mbps
100 meters

AHIE]

e Dual Ring Topology: Primary 214 secondary rings

e Token Passing: Access control ugld

e Fault Tolerance: Self-healing &¥dI

CDDI [G2iNdiAi:

e Copper d1diRd: Twisted pair cables diu2
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o U AHARBIRS: Fiber sadi g

' . . \
o HauilEd vidr: 25| yIRel 2
Guaiar:

e FDDI: Backbone networks, dicil id?

e CDDI: Local area networks, wWai-2ided2ild gidigzel

4u2l gls: "Fiber 2ssul, Copper ai2d"

yed 2(s) [7 24el]

0S, CLI, Administrative Functions, Interfaces i S11 212 424§ dd¥i-2

¥AdIGi:

\

Network Management
System

- N

[Rie2ud geld sal.

Operating CLI Interface Administrative

A A A

4

GUI

A

Resource Command Line User Management

Graphical

€28 siRf Gelsell

0S sIAl IS ERSSETIE Process, memory, file management
CLI Command interface Terminal, console commands
Admin siai [ReeH [H=idiel User accounts, security

Interfaces quRieisdi (sauldlsl GUI, web interface

Operating System sIl:

e Process Management: iddl applications [42isel
e Memory Management: [di22eH 2141 sindd)

e File System: 52| 2lisddl 244 2
CLI sial:

e 2lal Commands: Text-based [Fzixel
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e Scripting: 2ai(dd sii viHd]s2el

e Remote Access: SSH, Telnet connections
Administrative sii:
e User Management: du?i2isdi accounts ci-1ddl, GIEG]
e Security Policies: Access control, permissions
e System Monitoring: siigiHdi 2(5o]
Interfaces:

e GUI: 10 4[ddiei4 412 graphical user interface
e Web Interface: Browser-based management

e SNMP: Simple Network Management Protocol

4432l 2ls: "OS CLI Admin Interfaces"

yed 2( OR) [3 djel]
Connection-oriented protocol ¥4 connectionless protocol -l auineil s2i.

¥dIGi:

Protocol auiveil:

EENTT Connection-Oriented Connectionless
Setup %32l 32| Hall
([adua-ladi qerR gl

adls el 254l

Gelseel TCP UDP

Connection-Oriented [d2indiii:

e Three-way Handshake: s2| transfer uédi connection 22i1Ud s2

o [daa-l [Sl@al: Packet delivery 244 order -l viidz]
Connectionless [deiNdIil:

e sid Setup dail: 2ilgj S21 yiRel

e Best Effort: [S[Guzld] sigf wid3] H2il

q443] gls: "TCP sds2 s2, UDP [S[dgz s2"

yed 2(6i OR) [4 de]
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d24s [Saiga Repeater y4wal.
SdIGI;

Repeater sil:

siRl
Signal Amplification
Range Extension

Noise Reduction

Input Signal Repeater Output Signal
weak -—-—-—-—- > [AMPLIFY] —-——-- > strong
noisy | clean

Repeater diaifCisdiil:

* Physical Layer Device: Layer 1 U2 si4 52

e Bit-by-Bit: Digital signals y-: G~ s2

o sid Intelligence d2il: s2i filter 212141 route s3] 21sq -2l
Guaiar:

e LAN Extension: Ethernet segments [d2qd s2di

* Signal Recovery: &ildd signals Y-:22ifUd s2dl
(3 AY
HAIEIAAIL:

e Collision Domain: Collisions segment s2d 2l

o sid Filtering 2il: c1¢11 signals forward s2

#u?l gls: "Repeater Signals Y4: G~ s2"

yed 2(s OR) [7 3jel]

Router, Hub 14 Switch d?2idi ci€ 11ui.
FdIGI:

d2ds [Saiga dumeil:

(3
qeid
460 signals dgIR
d2ds Vid2 9gIR

Signal aJeidd] 211§ 2
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(GeivdI Hub Switch
OSl Layer Physical (1) Data Link (2)
Collision Domain AS A4S
Broadcast Domain As s
Intelligence s¢f el MAC eiluig
Full Duplex Al ¢l
Network
Hub - Layer 1 Switch - Layer 2

Shared Bandwidth

Dedicated

Router

Network (3)

IP routing

él

Router - Layer 3

Hub digfGisdiii:

e Shared Medium: ci¢ll ports bandwidth 2i2 s2

e Half Duplex: ¥is 12l send 144 receive

e Collision Prone: s collision domain

switch digf@isdii:

s2l eIsg -eil

e MAC Address Table: Gus20li-l 2214 2/lu]

* Full Duplex: ¥is 12 send/receive

e VLAN Support: Virtual network segmentation

Router digilGisdiii:

e IP Routing: 42ds q22l packets forward

* Routing Table: 42ds topology %104

s

e NAT Support: Network Address Translation

GuaioI:

e Hub: Legacy networks (Hi2 191 244[dd)

e Switch: LAN connectivity, VLAN implementation

e Router: Internet connectivity, WAN connections
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H4u2l 2ls: "Hub 2i2 s3, Switch G s2, Router 32 s3"

wad 3(4) [3 d1el]
UTP, Coaxial i Fiber optic cable i a1as gld €l

¥dIGi:

UTP Cable:
+-- Plastic Jacket

| +-- Twisted Pairs

R R S——

Coaxial Cable:
+-- Outer Jacket
|  +-- Shield
| | +-- Dielectric
| | | +-- Center Conductor
ot t===1

Fiber Optic Cable:
+-- Outer Jacket
| +-- Strength Member
| | +-- Cladding
| | | +-- Core

tom bt t===+

Cable diail@isdiii:

Cable usI? Core 142l Bandwidth
UTP Copper wire 100 MHz
Coaxial Copper conductor 1 GHz
Fiber Optic Glass/Plastic UG dgliR

Hul gls: "aag dioj s1u"

Med 3(ci) [4 dyel]
Circuit switching ¥4 packet switching circuit g2l eig 11ul.
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¥dIGi:

Switching ugldii Auimeil:

[EEYE] Circuit Switching
Path 24[Ud

Setup Time %33

Bandwidth [Algid

Gelcel 2ldsi

Circuit Switching [deivdiii:

e 4HMid Path: aivi2 s2dl gl 92 [df2iwe sdsel
e (2212 Bandwidth: 14 iR €214 [=”d Sai 22

e Setup Phase: S2I transfer uédi connection 221[Ud
Packet Switching [d2indiii:

e Store and Forward: Heaiadl nodes uR packets i
e Dynamic Routing: [d[de packets Hi2 [d[de paths

e Resource Sharing: ¥i4s quzi2isdil 424ds didie-] 22 52
SIAEIAI:

e Circuit: Widzlsd bandwidth, 21ies] latency

e Packet: sikigii 21184 Guaial, fault tolerance

q443l 2ls: "Circuit s-s2 s2, Packet 2i2 s3"

Med 3(s) [7 dLel]
Unguided media i guided media 214dl.

¥dIGL:

yAIRRI HIAH gdilsel:

Transmission Media

_—

Guided Media

— B

Packet Switching
%

32| el

SIIBRIE

Internet

—
-

Unguided Media

Twisted Coaxial Cable Fiber

Radio Waves

Microwaves

Infrared
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Guided Media @iailGisdii:

UsR A2il
Twisted Pair dicj
Coaxial dicj + Shield
Fiber Optic S

Unguided Media di&ifGisdiii:

usIR Aldd

Radio Waves 3KHz-1GHz
Microwaves 1GHz-300GHz
Infrared 300GHz-400THz

Guided Media sIJA€IAI:

o Y&l Interference 2l ciifds el

o [da-ladi: 222 signal yaiRel

o G Bandwidth: g&i12 21 &Mdl
Unguided Media SIA€I4il:

e lfdeiladi: Wireless connectivity

o s4R%: [l [dadiR Uiy

e Ul aillds cabling -l %32 Hail

GuaioI:

vid
100m
500m
2km+

b

dicil

Line of sight

2s

e Guided: LAN, backbone networks, high-speed connections

e Unguided: Mobile networks, satellite communication, WiFi

443l gls: "Guided diR, Unguided ¢al"

yed 3(1 OR) [3 de]

Computer Networks ¥i Guidii daidi [dfde connectors -l i s?i.

¥dIGL:

d24ds Connectors:
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Connector Cable usiR Guaid|

RJ-45 UTP/STP Ethernet

BNC Coaxial Legacy networks
SC/ST Fiber optic High-speed networks

Connector [d2indIi:

e RJ-45: Twisted pair Hi2 8-pin modular connector
e BNC: Coaxial cables 412 bayonet connector

e SC/ST: Fiber Hi2 push-pull 44 twist-lock connectors

#4432l 2ls: "R BNC Fiber sds2"

yed 3(6i OR) [4 de]
Geleell A12 IP addressing scheme 44dl.

¥dIGi:

IP Address Classes:

Class Range Default Mask Gelsrel

A 1-126 /8 10.0.0.1

B 128-191 /16 172.16.0.1
o 192-223 124 192.168.1.1

IP Address ciglel:

e Network Gi131; 429s HiNui

e Host ¢i1d1: Gus2el AHiNv]

e Subnet Mask: 429s 214 host ci121 a1 52
[dfeie Addresses:

e Loopback: 127.0.0.1 (localhost)

e Private: 10.x.x.x, 172.16.x.x, 192.168.x.X

e Broadcast: ¢i¢l host bits 1 U2 2

Gelsel d1eid:
IP: 192.168.1.100/24

e Network: 192.168.1.0
e Broadcast: 192.168.1.255
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qu2l 2ls: "vis Hial Class 42ds"

yad 3(s OR) [7 2fel]
IPV4 ¥4 IPV6 92l GiE AIuI.

¥dIGi:

IPv4 vs IPV6 auiiHeil:

[Geivdl IPv4 IPv6

Address dcilgf 32 bits 128 bits
Address sive ealiel 35153
Address 24 4.3 [cil@a4 340 undecillion
Header 21835 20-60 bytes 40 bytes
Fragmentation Router/Host §5d Host

yrail dslcls [Cice-g

IPv4 digif@isdii:

e Address Gels2er: 192.168.1.1

e Dotted Decimal: 12 octets dots dsS A

e Classes: A B, C, D, E addressing scheme

e NAT %32l: Address exhaustion 4 sIR0l
IPV6 digifCisdiil:

e Address Gele2el: 2001:0db8:85a3::8a2e:0370:7334

* Colon Notation: 2ils hexadecimal digits 1 %2l

e sig Classes 2il: Hierarchical addressing

e Auto-configuration: Stateless address configuration
IPV6 SIAEIAI:

* Hi2l Address 2uai: Address exhaustion g2 s2

o A0 Header: 3¢ processing siigHdl

e Built-in j2a&11: IPSec g=(%Id

e GiédR QoS: Traffic prioritization 412 flow labeling
Migration eI

e Dual Stack: IPv4 44 IPV6 Gid adIdi
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e Tunneling: IPv4 Hi IPv6 encapsulate s

e Translation: Protocols 42 convert s2i

4yl gls: "IPv6 ug Addresses 8"

Med 4(4) [3 d1el]
File Transfer Protocol a4%1di.

¥AdIGL:

FTP digilCisdiil;

(GeiNd geld

Port Numbers 20 (data), 21 (control)

Protocol TCP-21181[3d

Authentication Username/password
FTP simoil3l:

e Upload: Server u2 s19di transfer s2491 PUT command
e Download: Server Hi2il sigdi retrieve s2d1 GET command

e Directory: sigd listings aidigdi LIST command
FTP Modes:

e Active Mode: Server $2I connection 213 $2

e Passive Mode: Client S2i connection 213 s2

4432l 2ls: "FTP sigdi Transfer s3"

yed 4(ci) [4 d1el]
DNS u2 di¢l @uil.

¥dIGL:

Domain Name System (DNS):

€2s siRl

DNS Server Domain names resolve s2

DNS Cache dI¥dAI lookups 2iue s2

DNS Records Names - addresses di¢l map s2
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DNS deiddi:
e Root Domain: Top-level (.)
e Top-Level Domain: .com, .org, .net
e Second-Level Domain: google.com

¢ Subdomain: www.google.com

DNS Records:

e A Record: Domain 4 IPv4 address di2i map s2
e AAAA Record: Domain - IPv6 address 12 map s2
e CNAME: Canonical name alias

e MX: Mail exchange server
DNS Resolution ulsi:

1. Local Cache: Browser cache duil
2. Recursive Query: DNS resolver 12 2ius

3. Iterative Query: Authoritative servers query s2i

442l 2ls: "DNS 4141 Servers"

Med 4(s) [7 21el]
Electronic Mail 214%4di.

¥dIGL:

Email SMTP Server ~ ——» Internet Recipient SMTP

POP3/IMAP Server

Recipient

Email @24 g2si:

(4

a2s SIJ

User Agent Email client
Mail Server Store/forward
Message Transfer Delivery

Email Protocols:
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Protocol éq

SMTP Mail Hisdal
POP3 Mail retrieve s2d|
IMAP Mail access s?dl

Email Message gid2:

Header: To, From, Subject, Date
Body: Message content

Attachments: Binary files

SMTP vs POP3 vs IMAP:

SMTP: Outgoing mail protocol
POP3: Local device u2 mail download s?2

IMAP: Devices U2 mail synchronize s2

Email ulsar:

1.
2
3.
4

5.

Compose: duzi2isdi message Gi1d

. Send: SMTP server uz transfer s2

Route: Destination ¢l internet routing

. Deliver: Recipient mailbox 4i store s2

Retrieve: POP3/IMAP client u2 download s2

el [Geidiii:

Encryption: 32(&id mail transmission
Authentication: Sender identity verify s2

Spam Filtering: (42124 mail block s2

443 Zls: "SMTP Hisd, POP3 @, IMAP islsd s2"

Y2 4(a1 OR) [3 dei]

Web browser 4%14di.

¥dIGi:

Web Browser sii:
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sl
HTTP Client
HTML Renderer

JavaScript Engine

Browser g2si:

(3
qeid
Web pages [d-dl s2
Web content yefeid s2

Scripts execute $2

e User Interface: Address bar, bookmarks, navigation

e Rendering Engine: HTML/CSS interpretation
¢ Networking: HTTP/HTTPS communication

disfia Browsers:

e Chrome: Google 4 browser
e Firefox: Mozilla 4 browser

e Safari: Apple 4 browser

443l 2ls: "Browser Web Render s3"

yed 4(ci OR) [4 d)el]
Mail Protocols u%1dl.

¥dIGL:

Email Protocol 4uiiHeil:

Protocol usIR

SMTP Outgoing
POP3 Incoming
IMAP Incoming

SMTP [deivdiii:
* Push Protocol: Sender transfer 213 s2
e Store and Forward: Heaiddl mail servers
e Text-based: ASCIl command protocol
POP3 [G2ivdIil:
e Download and Delete: Server Hizil mail g2 s2

e Offline Access: Local mail storage

e Single Device: ¥i-s devices HI2 12y ei]

(3

S
Mail Hisdal
Mail download s?d|

Mail sync s=di
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IMAP [Givdiii:

e Server Storage: Mail server u2 2¢
e Multi-device: ¥14s clients Hiall access

e Folder Sync: Server-client synchronization

#4432 Zls: "SMTP Hisd, POP3 w3, IMAP islsd s2"

Med 4(s OR) [7 3el]
TCP i UDP protocols 4 deid s2l.

¥YAdIGL:

TCP vs UDP duiiyeil:

[EEYE] TCP

Connection Connection-oriented
[Ai-dlaal (G-l

adls el]

Header 21835 20 bytes

Flow Control ¢l

Error Control Sl

/////»v TCP - ([daal

UDP
Connectionless
IEEIEIEES

25Ul

8 bytes

Al

Al

Transport

Web, Email, FTP

’

UDP -

TCP [d2indIAl:

e Three-way Handshake: SYN, SYN-ACK, ACK

e Sequence Numbers: sHGig packet delivery

e Acknowledgments: Packet receipt confirm s2
* Flow Control: Buffer overflow 212sid

e Congestion Control: Network traffic manage s2

UDP [d2indiAi:

No. 18 [ 25
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e Stateless: sig connection state maintain s2g -eil
e Best Effort: Delivery -l sig uiidz?] el
e Low Overhead: =J-idH4 header Hil&d]

e Broadcast Support: One-to-many communication
TCP Guiiar:

e Web Browsing: HTTP/HTTPS
¢ Email: SMTP, POP3, IMAP

¢ File Transfer: FTP
UDP Guaiidr:
o DNS Queries: Domain name resolution
e Streaming: Video/audio transmission
e Gaming: Real-time applications
TCP Header Fields:

e Source/Destination Port: Application identification
e Sequence Number: Packet ordering

e Window Size: Flow control
UDP Header Fields:

e Source/Destination Port: Application identification
e Length: Datagram size

e Checksum: Error detection

H4u32l 2ls: "TCP digdlail waid s2, UDP $21 ©9is"

yed 5(1) [3 d1er]
d2ds [Saiga Bridge 4 deid szl.
FdIGH:

Bridge diailGisdiii:

[G2ival qeid

OSl Layer Data Link (Layer 2)

sl Collision domains segment s2
Learning MAC address table

Bridge siail3l:
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e Learning: Frames Hiell MAC addresses record s2
e Filtering: %32 ¢iJ 12 ¥ frames forward s2

e Forwarding: 21°d segment U2 frames Hisd
Bridge UsIRl:

e Transparent Bridge: -1ui21y learning

e Source Routing: Frame Hi path specify s2d

4u3 Zls: "Bridge Collisions dis"

yed 5(61) [4 2Lel]
AHIFs Yeiil ¥4 Hacking 44¥di d]l A1addlui4] ver uui s2i.
dIGH:

d2dsHi A141(Fs YeIi:

yel VIR

Digital Divide 2SAIAIY-] AHHIA Uiy
Privacy Ridiil fsddId Sal-l gguiial
Cyberbullying AHIHA 1 $R1421(d

Hacking usIRl:
e White Hat: j2ail uzlaiel Hi2 4lds hacking
* Black Hat: di2sl2i€ @ici HI2 £ hacking
e Gray Hat: lds 214 g2 g2
AlgAd]Ai:
o H¥eyd Passwords: ¥[2d, »i4iuil passwords diuRl
e Software Updates: [di22H patched 21ui
* Firewall: »i4(dsd access block szl
e Antivirus: Malware detect 44 remove s
YR&ll WIEIAL
o [Riger: gurieisdi 1)(d diclH
e Backup: [{af¥d 21 backup
e Monitoring: 42ds traffic analysis

42 gls: "yylaid ([[eM M cluIg"
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yed 5(s) [7 Je]
IP Y&l [dardalR y4al.

¥VAdIGi:

Authentication Header - AH Data

Encapsulating Security

IP Security - IPSec

Data Confidentiality

Payload - ESP
Security Association - SA Security Parameters

IPSec g2si:

u2s sk &l Adl

AH Authentication Header Data integrity, authentication

ESP Encapsulating Security Payload Confidentiality, integrity

SA Security Association Security parameters
IPSec Modes:

Mode qeid Guaial

Transport ssd payload ¥2(&id s2 Host-to-host

Tunnel iyl packet y2(&id s2 Network-to-network

IPSec Protocols:

e IKE: Key management HI2 Internet Key Exchange
e ISAKMP: Internet Security Association and Key Management
e DES/3DES/AES: Encryption algorithms
Y&l AdIAI:
e Authentication: Sender identity verify s2
e Integrity: s2I modified -eil d-] widz?]

e Confidentiality: S2I content encrypt s2

No. 21/ 25



Computer Networks & Data Communication (4361101) - Summer 2025 Solution (Gujarati) by Milav Dabgar

e Non-repudiation: Hisddll g4sI2 A2sId

IPSec ulsai:
1. Policy Definition: j2ail »HidedsdiA| define sz
2. Key Exchange: IKE d1uzld shared keys 22i1[Ud s?
3. SA Establishment: Security association i-dii
4. Data Protection: Packets U2 AH/ESP @] sl
5. Transmission: }j2(&id packets Hisdi

GuidI:
e VPN: Virtual Private Networks
e Remote Access: 2(&id remote connections
e Site-to-Site: Branch offices sds2 s2l

SIAEIV:

 Transparent j2ail: Network layer u2 siH s2
* H%6id Authentication: Cryptographic verification

e ddrils Implementation: ¥i4s algorithms support s2

43l 2ls: "IPSec Authenticates, Encrypts, Secures"

yed 5(4 OR) [3 jel]
Wireless LAN 214di.
FUIGH:

Wireless LAN diailGisdii:

(Geivdl qeid

Standard [EEE 802.11

Frequency 2.4 GHz, 5 GHz

Access Method CSMA/CA
WLAN si2si:

e Access Point: 5<]a wireless hub
e Wireless Clients: Laptops, phones, tablets

e SSID: 42ds identifier
WLAN Standards:

e 802.11a: 54 Mbps, 5 GHz
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e 802.11g: 54 Mbps, 2.4 GHz
e 802.11n: 600 Mbps, MIMO

J4u32 2ls: "Wireless d?o11 S14 52"

sed 5(ci OR) [4 3[e]
Symmetric ¥i4 asymmetric encryption algorithms d22idi eig A

¥AdIGL:

Encryption Algorithm a12uiiyeil:

(deiNdl Symmetric Asymmetric

Keys ¥is shared key Key pair (public/private)
als %3] efl)

Key Distribution yesd 20

Gelseel AES, DES RSA, ECC

Symmetric Encryption:

o Y4 Key: Encryption 214 decryption 2414 key diu2
e 3sul Processing: Hi2l 21 HI2 sIRigiH

¢ Key Management: Key distribution Hi ussi?
Asymmetric Encryption:

e Key Pair: Public key encrypt s2, private key decrypt s2
e Digital Signatures: Non-repudiation support

o y2fgid Communication: ucdiail key exchange -l ¥32 2l
GuaiaL;
e Symmetric: Bulk data encryption, disk encryption

e Asymmetric: Key exchange, digital certificates

443 gls: "Symmetric aiHi4, Asymmetric %sis]"

yed 5(s OR) [7 d]el]

Information Technology (Amendment) Act, 2008 < 2if&itd aeid s21 214 @llkdHi cyber laws uR d-l 2142
AUAdI.

¥AdIGi:
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IT Act 2008 yua wid1dIgil:

SdH

66

66A

66B

66C

66D

2

Computer hacking
BHUY IS g2l
A izl
Password i3]

Computer diu2l4 d2(Us]

IT Act 2008

=

Cyber Crimes

Data

v

v

Hacking, Identity

Sensitive Personal Data

YU YR

YR

SAYH 66A

SHY 69

SAH 79

Yo [deiudiii:

(3
qeid
B HUHIAYAS M)
ARsI?l interception

Intermediary sdici€l?]

&€s

3 gy 5¢

3ay+€s
3ay + €S
39y + €S
39y + £

Digital Penalties
A v
Legal Validity Imprisonment +

VAR
Cyber bullying A 2} Gi-Icai
Monitoring 2i(sd]

Platform sdicel2lA]

e Extraterritorial Jurisdiction: aii2dl2 computers 4 4212 s2d1 ¢iIRd GHSIRAI HAURIET UR 9]

e Cyber Appellate Tribunal: [deiw adjudication body

e dudR: S2i breach Hi2 I5 s2is el 411

S21 & Wil

e Sensitive Personal Data: H1211s], 2412199 S21 HI2 [dely el

e Reasonable Security: 2i22/14134 Ui YdIdi did) sdl

 Breach Notification: yj2&il g241Ai] s2/F1d Mel

Digital Signature $4ds:

o siqdl H1AdI: Electronic signatures si-d] 2ld 41~
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e Certification Authority: diz-= Hnddl 2i:eii digital certificates %12l s2

e Non-repudiation: Electronic transactions i g4sIR 12514
Cybercrime doil:

e Computer 2iGifdid Au14i: i-1[dsd udel, S21 Ui
o AR YAUI: AHecld amall, cyber stalking

o AW AHYRIEl: Impersonation, Hd(Us]
sIJEl AHdls2e 2lsdii:

e 2lig A4 ¥udl: Computer systems duiddidl adi
e Preservation Orders: dui HI12 S2I retention %33

* Blocking Orders: Internet Hiil 2AuHI4%4s A2l €2 s=al
Guidl u2 AR

o Compliance HIdRASINI: 2122141 2811 U2Idi AHUAIdd]

o dIGilR] HdsS: Service providers HI2 24 ¥dIGIEIZIRA

* Business Process: E-commerce, digital transactions Hi2 si-{-l $4ds
ussIRi:

o 2s5didi®) Gap: sRIEl 25Hidi%) g did HaddMi ey

e Jurisdiction galeu‘l: Cross-border cybercrime dui

e Privacy RidIdi: 3j2ail 244 cufsadld 2A[EsRi deal ida-
digdrI [Asi:

e Personal Data Protection Bill: <i1us privacy siJel
e Cybersecurity Framework: 21%]J cyber security cj@22-l

e Digital India: 2i2s12] digitization udd

42l 2ls: "IT Act Digital India cia1d"
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