s32j22 dedsel Ad Sal sayfdseld (4361101) - [deee 2024 2iicjeld by Milav Dabgar

yed 1(H) [3 d1el]
2212 2ividiy Aldadi geid s2l.

SUIG:
2212 2IVidiHi 6iell devices ¥is S-<la hub 2121d1 switch 212 wisiRidl sl 9. £25 device i 5l device 12 KHad!
point-to-point connection ¢id .

2isld:
[

Computer A

Computer D ---- HUB ---- Computer B

Computer C
Yy dgiell:

o SeglA ¢6i: Glul connections S~y device HI2sd UdIR 1Y &

o Hlld [Asa: €25 node Al A4d2I connection ¢y &

\

o A Hd¥H2: devices 4 add/remove 529 2420 ¢IY &

NN \

Hu2 2ls: "2212 S—Mi AMs" - oigl devices Sl [Gig 12 FISIU ©

yed 1(c1) [4 dyei]
sAlJ-2-4dR d2dsd geid s2l.

FdIG:
sd1d-2-21d2 A network architecture & i clients S—lsd servers uiiail services Hidl ©. Ad? 2As clients 4
resources 44 services Yel- s2 ©.

siwes: sdid-2 vs AdR

SAI~R AdR

Services Hiol © Services Yl S2 &

Y iled resources 2lfsdeliull hardware

442 U2 ¥H14IRd 2qd> operation
Yy gesi:

o sdld-R:; ¥d2i] data/services Hidl &

e d2: 5~lsd resources ¥4 processing Yel- s2 &
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o d2ds: sdiy=2-ad? 91 communication o HIgH

Hu2l 2ls: "sdiu-2 s&, AdR Ad| A"

Med 1(s) [7 21el]
TCP/IP HiSdl €25 A1 SII 12 geid s2i.

¥dIGi:

TCP/IP HiS@Mi AIR layers © ¥ networks U2 end-to-end communication Yeid s2 ©.

siwes: TCP/IP Hisd daai

daR siRl
Application Y232 interface, network services
Transport End-to-end delivery, error control
Internet Routing, logical addressing
Network Access Physical transmission

daR siAl:

e Application Layer: 3252 applications 4 network services Y€l s2 &
e Transport Layer: processes d2 [di-il2 data delivery 3jfd[gid s2 &
e Internet Layer: IP d1ugld multiple networks u? packets route s2 ©

e Network Access Layer: data - physical transmission &-5d s2 &

J4u2 2ls: "clal R g2242 4295" (ATIN)

yed 1(s OR) [7 d)ei]

€ N

OSI 3524 HiSddI S21 [As daR v 42ds da2-l [deivdidii geidi.

¥AdIGi:

vizisic

HTTP, FTP, SMTP
TCP, UDP

IP, ICMP, ARP

Ethernet, WiFi

S2i [ds vi4 42d$ dual OSI HiSaHi [GuaiHla transmission 44 routing capabilities Yeld 52 ©.

sies: da gl

qael 21 [ds daR

YU s Node-to-node delivery
Addressing MAC addresses

Error Control Frame-level
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S21 [ds dar siAl:

e Framing: bits 4 frames Hi cid(2id 52 ©

\

e Error Control: transmission errors 2ligl 244 g

\

13

Il

AUAY

¢ Flow Control: data transmission rate 44% s2 &
d2ds daR sl

e Routing: packets HI2 2its path -ss] s2 &

 Logical Addressing: identification Hi2 IP addresses diu2 &

e Packet Forwarding: networks d?2i packets route s2 &

J4u2 2ls: "Sai 21(4s 2d [As s2, 42ds df€s 2d route s"

yed 2(H) [3 d1el]
Rul22 244 soidl duiveil s2i.

¥dIGL:

Gi+ devices signals 4 amplify s2 & u2d network architecture i 2421 2ld siH s2 ©.

siwes: [Rul22 vs ¢6i

agel Rule:
uigy 2 ports
sif Signal amplification
Collision Domain s
Yy dsladi:

e Vi2 s51G-2: Rul22ui 2 ports, ¢oiHi vH4s id &

e Guaidl: [Rule2 distance 4R 8, $6i AH4s devices AS &

42l gls: "Rule [Gagd s, ¢of %IS"

yed 2(c1) [4 dyei]
d1a2d¥ LAN o geid s2l.

¥dIGL:

3Gl
45 ports
Signal distribution

As shared

q142dd LAN oifds cables [d41 network communication Hi2 radio waves diu? .

disld:
[

No. 3 /19



s32j22 dedsel Ad Sal sayfdseld (4361101) - [deee 2024 2iicjeld by Milav Dabgar

Laptop Desktop
N7
\ / |
Access |
Point |

Mobile Printer

Yy gesi:

o YisAY Uig-R: S<ly wireless communication device
o dIAAA sdI~A-2A: WiFi capability dini devices

o 3[Sai glsu-ilds: 1M~ 21d 2.4GHz 314 5GHz bands duz1 &
SIAEIAIL:

o oifdeiladi: coverage area Hi Y5 Ysduul s3 215 ©
* A gRIdel: aiifds cable installation -1 %32 2l
]

43 2ls: "gid™ deol ¥is"

yed 2(s) [7 d1el]
FDDI 14 CDDI 4 geid s?i.

SdIG:;
FDDI 244 CDDI ring-based network technologies € < high-speed data transmission Ygi- s2 9.

siwes: FDDI vs CDDI ¢@-i

dael FDDI CDDI
HIEJH Fiber optic Copper (UTP)
35y 100 Mbps 100 Mbps
Ad? 200 km 100 meters
URf ag HI©]

FDDI daeil:

e [g Rar: fault tolerance 412 primary 14 secondary rings
e 2isd uIfdd1: deterministic access method

e g-[dsid: failures uliell automatic recovery
CDDI @& el

e siUR HIgAN: unshielded twisted pair cables diu2 ©
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* ¥HI Yi2isid: transmission medium (did12 FDDI %9 %

o [Sud dHARsIS: FDDI s2di il implementation cost
[Ro1 2gsue:

Station A

Station D --+-- Station B

Station C

43 Zls: "FDDI s1g6i2 2sul, CDDI sIuR 21q"

yed 2(4 OR) [3 d1el]
gluRdld S2i4 54l dd y2feid s2 &.

SdIG:
sidRdid [Aeaila 2AidRs network A4 vildu-la oligl networks dRi security barrier d2ls s s2 .

Y&l ugldil:
e Us2 [§eRd1: security rules Hi2 packet headers duidi &

o YisAA 521d: vi4[€sd access attempts A block s2 &

e 21f§s Hil42R31: ¢1a1l incoming 14 outgoing traffic -l Euidu 52 ©

42 2ls: "sizdid geuAiA [sceR 52"

yed 2(6i OR) [4 d1e1]
FDDI o structure #4%1di ¥ dl SIAEIA] SeIIdi.

SdIG:;
FDDI high-speed, fault-tolerant networking 412 dual counter-rotating rings diuz .

QYSUR E2SI:
o wigH] Rd1: yua data transmission path
e ds-s3l [Ra1: fault recovery 12 backup path
o RV VYA 222IA: Gid rings 2112 ¥ISIY ©
o [Rd1d Vizuti-2 2221-A: AS ring U128 S ASIA ©
SIAEI:
o w1g Als: 100 Mbps transmission rate
e sie 2id-: secondary ring diuzl4 automatic recovery

o diof vid2: 200 km eil1 networks 1uie 52 &
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442l 2ls: "FDDI (g 321 [G-ladi A"

yed 2(s OR) [7 DJEI]
g2, gle2 g2, 2ildIicil2 g2 4HNdi V4 qvuiHeil s2i.

SdIGi:
gaiR42 standards  [dsi2 agd] bandwidth 244 yjgiRd performance YelH s2 .

sies: g2 dal

dael gaud2 §le2 g2 ailaneilz gaud2

354 10 Mbps 100 Mbps 1000 Mbps

221-5S 802.3 802.3u 802.3z/ab

s6id Coax/UTP UTP/Fiber UTP/Fiber

AHdR 500m (coax) 100m (UTP) 100m (UTP)
Yy dsladi:

o d-s[dsa: €25 generation 25sud 10 A1 §s222ll dgiR ©

\

o l32a1 Aui2: +al standards dgj cable types aIvié s2 &

AN

e Gisds sniR[GIG2): G standards i 255U AIUig S2 &
vifdsel-:

o gard2: legacy systems, basic connectivity
* gl gard2: desktop connections, 11 networks

e dildcilz gar4d2: server connections, backbone networks

q442l 2ls: "g242 [dsi: 10-100-1000"

vied 3() [3 d1el]
DSL A1 ¥SIR 4H¥dl.

¥YJIGL:
DSL [deMi4 telephone lines uR 4@l frequency bands diuzl4 high-speed internet Yel- s2 .

siwes: DSL usI?i
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UsIR Yg A1 23Sy

ADSL Asymmetric DSL 8 Mbps ¢l down
SDSL Symmetric DSL 6121642 up/down
VDSL Very-high-bit-rate DSL 52 Mbps ¢l

digfeisdidii:

e ADSL: g2d y233f Hi2 2421 upload/download 23su

o SDSL: [Gio541 Guiol HI2 Gid [€211H] 24414 255y

HH2l 2ls: "DSL: A1HMd, HMd, 4(d-2354]"

yied 3(ol) [4 d1el]
ARP 214 RARP  deid s2l.

FdIGi:
ARP 244 RARP IP 244 MAC addresses d2i address resolution Yeld s2 .

siwes: ARP vs RARP

aael ARP RARP

&d IP to MAC MAC to IP

qulRlisdr a¢ll devices Diskless workstations

el Logical to Physical Physical to Logical
ARP ufsar:

e [ddl: Broadcast "IP address X si-l uiai ©?"

o dIGi: d&d MAC address 112 Sdi6i A4 &

e 5[2I51: ARP table Hi mapping 2212 52 ©
RARP ulga1:

o [dridl: "wi3 IP address gj &7?"

e d? ¥dIG: RARP ddi2 IP address Ueld s2 &

42l gls: "ARP: ¥isal [Rasicxjei4 Wizisid, RARP: [Gugld ARP"

ved 3(s) [7 21el]

Al52 RARIdI w4 Us2 RARIdIH el s2l.
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$dIGi:
42dsafHi communication paths 2ei1ftd s2di-] 6i yuneid ugld,

siws: als2 vs us2 Ralkiol

daiel alsz RalRidi us2 RalRid1
ulel A2y 2ufUd path 2M[d path 4]
Raiiai Guaiol U1 ¥4 £2Mu14 11(8ld sifdeild 2ld shared
[Giciot Add yRad-eilg
Gels2el 2ldsi 2242

alsz Rakior:

e Yl 221U4l: communication uédi aMd circuit a4idiz &
o [Rajial dHIRaiel: »41uil session HI2 bandwidth 112(8id 28 &

e 2122ls aldai: »11vil connection €214 2dd performance
us2 Rakidr:

e 2212 ¥i-s gikAS: packets Headd] nodes U2 2Rl ld 2202 &1y &
o siAMis 2AGRI: €25 packet a2l path dd 215 ©
o [Raiaf 2?21 network resources H4s connections g2 shared 2124 €
disld: sz RaRia
Source --- Routerl --- Router2 --- Destination
\ | /

\ | /
\--- Router3 ---/

A4u2 2ls: "H(S2 uldcig, Use ([dodifsd"

yad 3(1 OR) [3 21el]
DHCP 214 BOOTP yi2isidd aeid s2l.

SdIGI:
Gid vi2isic network devices 4 AIuHG) IP addresses A€ 2 €.

siwes: DHCP vs BOOTP
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daiel DHCP BOOTP

ASH USIR siudMis/z2(2s Hix (35

dlas 2194 A2 1] sIyH]

sif-521221 HIUHA) HJAHd AeAY
sIAI:

e DHCP: clos HAx-2 a2 sib-Ms address assignment

e BOOTP: diskless workstations 412 bootstrap yi2isid

4u2l gls: "DHCP siaiMHs, BOOTP cjeagy”

yed 3(ci OR) [4 d)e1]
IPv4 214 IPv6 yi2isidd aeid s2l.

VUdIGi:
g-22-2 vizisid versions addressing 244 routing capabilities Ueld s2 .

siwes: IPv4 vs IPv6

qael IPv4 IPv6

S 13 32 bits 128 bits

215 siHe sies slamd SsHIS[AMd

N ESESVEY 4.3 [ci[Ga 340 isfalda

SSR A1gs 20-60 Gilg2a 40 dlige
IPv4 @geli:

o Ui gid2: 192.168.1.1 (4 octets)
e sdidla: A B, C, D, E address classes

e NAT %32l: address shortage 412 NAT %33

IPV6 @aeil:
e i gidz: 2001:db8::1 (8 groups of 4 hex digits)
o NAT Al %32 42il: yssv address space

o [Gice-gd [RisyR2): IPSec auie s2(FUId

qu2l Zls: "IPv4 AIR A2, IPV6 A0 Gligey"
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yed 3(s OR) [7 d]el]

[Z22s «is] 56id, sIvilSAAA S6id U4 519612 AilR@s Sed-] doid A1 cligsiH [Ao1d] €121 244 AHAdl.
SdIGH:
guided transmission media 41 212l Yu YsI2] AEI construction 44 characteristics 2412l.

[322s U? S6id:

Outer Jacket

K S N
| / \ | Twisted Pairs
| /7 N | (4 pairs)
oo ¥

|
Insulation

sivils3ad Seid:

Outer Jacket

|
Fom—t———+
| | | Outer Conductor (Shield)
| +-+-+ | Dielectric Insulator
| | | | | Inner Conductor (Copper)
totot—t—+

s19612 VIS 561d:

Outer Jacket

|
oot
| | | cCladding
| +-+-+ | Core (Glass/Plastic)
| | | Light travels here
Fommtom—t
Gligsiy [Gaidi:

e [322s U: interference ei2isal HI2 copper wires twisted s2dl
o siifsdad: dielectric 244 shield 2l €1dg $~la conductor
e s196iR Ail@s: total internal reflection 412 cladding 12l glass core

digfleisdidii:

o [Za2s Ur: 21is9] Uid], 1Ry installation, Haiiled bandwidth
o sifsdAA: gy 1Rl shielding, twisted pair s2di dg bandwidth

* 519612 Aif2s: 2ial] ag bandwidth, electromagnetic interference 2il 2(&id
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quz2l 2ls: "(Z22s siug, sivisa 2iless, 519612 Usiel"

yed 4(H) [3 d1el]
siguel sel S21 [ds daR vi2isidd 4I1H A 24 siduel vis4 [dorddi 244di.

BAIGH:
M1 data link layer vigisica: HDLC, PPP, Ethernet.

HDLC (High-Level Data Link Control):
o 5M 25U 52|, A, $21d, S2I, FCS, 5601
e R $2id: sequence numbers 14 acknowledgments diu2 &
o sdi $2id: sizigM transmission 12 sliding window yi2isid
Yy daleli:
o [Gi2-uiR¥ies: characters s2di bit streams 18l SI4 S2 ©

. §c-|-§lc-‘|sai: 12 i (€241 communication

Hu2l 2ls: "HDLC 32 [ds S2id &sd s2"

w2 4(cl) [4 d1el]
TCP 214 UDP yi2isidd deid sai.

BAIGH:
21-1Ui8 dUR Ui2isic A1 ada-4] aldy [AudHladl ved s2 .

siwes: TCP vs UDP

dael TCP UDP
Sdseld Connection-oriented Connectionless
(G-l GETEIEIES | GEIESEIES
%5y elly %354
$SR A1gs 20+ cilg2 8 ollg2a
TCP @avil:

o sdseld A2uu: 2l-d &-52is connection 22ii[Ud s2 &
o 2 Rsuil: viukidl packets 41udd s3leil Hisd

e sdl 52id: receiver 4 overwhelm 2d12i] ¢1u1d €
UDP dgeli:

e sdseld 4él: connection 2a1fUd sai [d41 data Hisd &
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e Giez ¥ige: delivery 14| order - sigf 2i22] 42l

o di Aidads: 35Ul transmission H12 M[AHd &s2

J4u32 2ls: "TCP [Gea-la, UDP 21(duaiHla yer assul”

yed 4(s) [7 d|e]
Gelre2el 12 VolP o geid sa2i.

FdIGH;
dTgd AR g-2242 Ui2isid uudld 2[dsi4 [@erd aied IP networks U2 voice communications 2i-dfH2 s2 ©.

VolIP g2si:
e P sid: VoIP sic 412 ¢ISd2 device
o Aig2gid: 51J2-Gis ST HI2 Ais2dR vildsel

e 3l2d: VolIP 4 y2u2i2ld phone networks 112 %S ©

e PBX: [Gi25+21 phone systems HI2 WIgd2 GlI- Asie=s
VolP uls:
1. digd 5WIR: HIgsisi- voice 4 analog signal Hi convert s2 &
2. [S[¥21g25214: ADC analog A digital samples Hi convert 52 ©
3. sMlald: siSs audio data 4 compress 52 &
4, usaigaseld: voice data 4 IP packets Hi [dail[¥d 52 &
5
6

. 2liM214: packets IP network U2 His@dMi 4Id &

. ydfduier: receiving end audio 4 reassemble 24 play s2 &

Gelgvel dif@sel-:

o 2SIYYU: (Scidld ST HI2 $-33H2 VoIP aldy

o di2iy sil@1: Hiciigd VolP vifd@sel-

e [Giasd PBX: VolIP diuzdl siuiz phone systems
SIAEIAI:

o [Sud VARBIRS: dicil VidA] sicai] A1) [Sud

o gluR Ru: [GSa) sild@o1, sis2l=21, sTd si:al3al

o BAlGIAE2]: 41 yosf GHRal 21RY)
JIRSIAEINAI:

o g2242 [SUrsl: 2R g2rr2 sAseldq] %32

o sdif@2] geys: network congestion il M1 2A1d] 215 ©

o UIdR [Sus-il: u2uzioid si-d [Guild dlsuild] 32
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q4u3l 2ls: "VolIP;: g2242 i2isid U2 digy"

U2 4(44 OR) [3 d]ei]

AY

DNS (siHd 44 [Ri22H)  geid sai.

SdIGH:
DNS Hi4d-gidl 215124 ddl domain names 4 network communication Hi2 IP addresses Hi translate s2 €.

DNS si2si:

\

o SiHd 434 ¢IARI(Ssd 4Hs20! [[FeH (www.example.com)

e 4 Adal: DNS records 222 s2dl s12j2al

o [Rasieaai: DNS servers 4 query s2di SR dig2d?
DNS ulsar:

1. Y22 &lIG232Hi domain name €1Wd S2 &

2. 22i[4s resolver DNS server 4 query s2 €

3. DNS server 443y IP address u:d s2 &

\

4432l 2ls: "DNS: siv- 44 ail IP 35"

y2d 4(6i OR) [4 de]
DSL [ani 2s] Hig @il

SdIGi:
[SI¥ea ucesIge? digH [Gemi- 2[dsi- infrastructure U2 high-speed g-2242 access Ueld S2 .

DSL 2sidi®):
¢ glsaril [S[A34: voice ST s2di dgj glsd-ils diuz &
o 12 GUAIL: Y2242 Vi §i4 VisAIe SIH 53] 215 ©
e id? Haigl: exchange uidell ¥id? 18l performance €2 &
DSL usI2l:
o ADSL: 234 12il yosai HI2 HiHfid 235y
e SDSL: [Gias4 vift@ser- 12 aMMd 235y
e VDSL: 251 ¥id? U2 Ui 9 2354
SIAEIV:
o [AdeaMId g-g125UR: [G4HI4 2[dsiH dIg-4 9IuR ©
o el ulg; ddd g-2242 sisel

o [SHd VASIRS: H[Ud dIg- Sdi HIS] Wl
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Hu2l 2ls: "DSL: si- dig-a U2 [5[Fed A6s1g6i2 dlg4"

yed 4(s OR) [7 djei]
gi2d i 6aid [an gsl iy quil.

BAIGH:
HIf3d] €iRo1 14 aiqeifs [Salalsal HI2 AiHdIgH Wdegihal.

siwes: §iH vs ¢diol

dael giay Gdiol

RSAUR Ji threads sidsMs posts
[samld(si G1g-Y2%52 YYUTAI posts uz 2uieflAl
iS22l AYEIY gl2I HIS2 duis g2l [4Bid
&d ayelfds e HIf3d] el

sixu digilCisdidil:

o U disA: [Gua YLl laRed 2ifs
o Y52 vIZRINalA: i-s s Ui AldIE AU &
o 52212195 [afdg [enonyi 2iflise cydfed

o His2l: Yel[As [HaHl 244 His22] g2l Mg &
cdidl digif@isdiil:

o fsddid ulcdlRidI: cilsd AH21dl 242l content UsifRid 2 ©

AAY

e slasfilis s¥: posts diZlu UHILI e2ligdmi A1d &

o [RweilAi: giusi blog posts 4 ¥dici A1l 1S &

o RSS glsai: didsi A4US2 HI2 A1 53] 215 ©

AY

GelsReli:

o 2sldsd sl Wil yei 112 Stack Overflow

o sRY(42] giew: [Afdg [Gul Hi2 Reddit

o cUlsddld 6aIdA: AH4eHd] 2i2 sadl clsdold deiilge
e SIUIR2 GAIdA: HIS[201 A B1US2 Y HIZ2 Su-] 6oy

SIAEINAI:

\ AEAY

o dides 20Rd1: yosai [AyLidi i v4ad] 212 52 ©

o s®J[2] (GifeSar: 1M1= RvIgI disid visaigd cid &

o MicdH Allcdol: st Y3l AIYR1 llgdiHi HEE S ©
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o S22 [Siald: cdidH USI2I4 HI2 WWesiH Yeld S2 ©

Hu32l 2ls: "sird AUl YicHI[Ed $3, cdiod HIfEd] uaIlRd 2"

yed 5(4) [3 2]
"ilesreld" 216Ei] calvl s2.

SUIG:
V[l u4[disd access uldiall Hil&dlH y2leid s2dl HI2 plaintext data 4 ciphertext i convert s2 ©.

ilesrald ulsar:

o Wdgd2see: Y did] 2Isiy ddl S2l

o AEIIRuH: transformation Hi12 d1lEilds ulsa

sl: i[sLel AH@IReHHI guidi dpd UiHl22

A1gg2522; Vi[5S didl 4 211y ddi S2l

(o

d:
o Oliudladi: »i-[Eisd Sa1 access v2sid ©

e S21Yi2seld: transmission €2(H2i4 2idedeild HilédlH ylaid 52 ©

H4u2l 2ls: "vilsieid: sl A1 Wy 2l Algs”

yed 5(¢) [4 dpei]
dldinial siguel 6i 44¥di: (1) WWW (2) FTP (3) SMTP
¥UIGI:

WWW (des digs doi):

elguR2see [FeeH: ¢lguR(ds glRI YIS SisyH-2

HTTP Mi2isid: doi siy[A5ei- HI2 lguese 2l-is UiRisid

\

A6l A1G32: Goi U access sl HI2 SAI™-2 AIs2dR

A6l AdR: doidiged ¢l 52 © 4 dof Uy Ad 52 ©
FTP (s19d 214152 Mi2isid):
o SIFM 21U S12 9 s1d] 21452 sAI- Wi2isid
o sAIAR-UdR: FTP sdix2 FTP adz 12l %Sl &

o Gl HIS: S2I 2142 HI2 active A+ passive HIS
o iafR5eld: access control HI2 Y344 4 YI4dS
qaueli:

o WWW: 2I(Ssd g5, HIHI[Su1 auie, siguldsy
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e FTP: Hi2l s19d 21is2, [S2s23] 4ldoiel4, resume capability

H4u2l 2ls: "WWW: dod 9cs digs, FTP: s1g9d 21-152 Yi2isid"

yed 5(s) [7 2ei]
[A3iM2s V14 2i[AEs vilsreld @NRar gRidi dsidd

SdIGi:
va2! digifeisdiAl e cryptographic key management -l ¢ yoeid Ugldl.

siwes: [AH2s vs 2[4 Es dil-sreld

daiel [RlZs dlRls

s13 ¥is shared sl sl U2 (public/private)
%Y sl elly

sl [Slzoyel yesd A0

S| HAxH-2 Hiel Y Hie ¥2d A0

Gelsel] AES, DES RSA, ECC

[RidlZs vilsialA:
o [Jd1d S]: AlSrel4 44 [S[5eid HI2 dHIH S] gl &
o 33SY: 20 el Renad s1201 55Ul vid(Fo
o 5] 2RI vicdu: yzfaid sl [AdreiH] ussi

o A2id slos; guilaiz bulk data AlS i HI2 gupd &

R[ARs vilsreld:

e sl YR: vilswei4 Hi2 public sl, [Ssei- Hi2 private sl
o [S[¥2d [@d>4ual: private sl sign s2 8, public sl verify 52 ©
o sl AsAA: ] [Ad01 2421 2HIEIH 52 &

o sn2elddl g2lRid: [R2s vilsreld sadi ey
Guaidl Ra(dil:
o [RBZs: bulk data ¥il*steid, }j2(&id communications
o ARNIRs: sl visad-y, [S[Fed [Fodua, vHial2521
cl1glcis Alcianm:
o Gidd 2is: s] visad-x Hie iAZs, Sl Hi2 [Filgs
e SSL/TLS: yj2(aid doi communications HI2 6id UsI2] diuR &

Yrail [GuiReni:
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e [JfZs: sl compromise Gigll communications AR $2 ©

e A[RRZs: private 51 compromise Hizl 2is UIZld A4 52 ©

Jqu2 2ls: "[@n3s [[oid sl, BiRMEs s U

yed 5(21 OR) [3 d|el]
ARG [RisyYR2] Guz s iy duil.

$dIG;
214612 [Risy(R2] [S[RF2d attacks 44 vi-[Eisd access uldiell [SfFed [Rizew, 42dsd w44 S2i4 ylaid s2 ©.

Yy gesi:
o d2ds RisyR2l: intrusions uidiall 42ds infrastructure 4 y2f&id s2 &
e S21Yi2seld: theft uidial] 2idedeild Hifddld y(aid 2 &

o if@seld RisyR2l: vulnerabilities uiziell 2ised? vifd@sel4 Y2&id s2 ©
AMIA YHs]AI:
o HAJR: [J2Ri4 454 USiUISdl dibR, worms, trojans

o [3fRid1: credentials Uik sU2yel Y1)

HH2 gls: "6 RIsY[R2): [S[F2d vHasAMdid y(&id s"

yed 5(ci OR) [4 OJEI]
&(521 14 dl AlaJdlAi 444,

FdIGH:
AN . . . \ \ (4 [
&fSomi s1y2? [drerii vi-(dsd access dMd ©, geildiR gaiadiyel dgail.

SfSo141 usIRi:
o g2 d2: [Risy(R2] 2fx2a1 Hi2 Alds &[5l

N\ \

o Gds &2: JRSIUEAR Sl HI2 EAig-YLl &[SI
o 3 &2 Alds w4 gatig-nyel &fso1 g
AMIR E521 ugldii:
€ N\ \_C
* UINdS 25 ¢f2 Si, [Ssel-3] attacks
o AifRiad AMFEARI: HIfd] wolz seal HI2 disid vldislel] uaiifdd s2q

\ \

® HAJR: 91/, trojans, ransomware

A Y \

o d2ds V2sA: HA-g4-4-Msd, Usz [A[$21
AlgddlAi:

o HYGId UINASA: Giell isIG22l HI2 ¥2d, i~ UIasS
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o [Fafid HuS2: 2is2dR A4 (2R 24uS2 v
* IARAIA: AA[€isd access block S2aI HI2 §1”RAIE dIUR]

o YildIRAA: A-2ldiuN Aised [HafMd g2id v AHUS2 s2

Hu2 gls: "&fSa1 4siid 52, AlaAdlui YR(&id s2"

Med 5(s OR) [7 ojel]
2i(giwaui Information Technology (Amendment) Act 2008, i @IRdHi AIAGIR SIAEIAI UR d-l iR el
s2l.

$dIGi:
IT Yei1R1 SIA€l 2008 4 @I URUGR SIUEI FHUSA ATEuIl 2d HIGId GI-IC] A4 UIRYGR SIPH SIYEISIY [GdliRA]
[Adi2 sl

Yy JaIR1A:
o S21Yi2seld: 2idedeild cifsddld Said yRl&id s2dl Hi2 dgiRdl Sd1dIgA]
* ARG SIYH QIIVAIAIL: identity theft 21[3d 1612 s1gM] [Ggd vl
o £s: [dlde A6 BHYRIE HI2 dElIRAI €S
o AIAGIR VIASUIE: ARG HIASUIE 12 RIYEIR Al HI2 SI21dIg4] £V 52
Yy widldIgi:
e sd¥H 43A: ¢ig2sI2] HI2 S21 Wi2seld 4 dndR
o SAEYH 66A: AHISIHS JE21IRAI HIZ AW (GIIEHI € S1E)
® SAH 66C: identity theft 4%
e SAH 66D: 51222 R diudld clsdcd girl OdfUs]
AIAGIR SIAEIAI UR AAR:
o SIUEISIA HIOY: AIACI2 SIPH HIZ IS SI—IEISIY HIOY] Yel 5
o [Givsdal suEId-A: [GIa34a 412 S21 WISl U2ldi $2(FId Gidica|
o SIYEI HHAISL: dUId Ale-] 12l UdIINIRAI M2ISd GiHIC
o UidRANZIA ASAPI: A1UCHR SIIH dUIRIHI AU21 400 Gi-1¢3]
[Aau4s1?] 221l
o CERT-In: 1241 ufdaiie HI2 5122 gl [Raui-=1 24
o AIAGIR A HIAGIR SIFH dUI HI2 [deiy Yidly visH
o isyS5[2o1 VG gndz 44 €5 [l Hi
S21 vi2seld AHidASdIAI:
o dI¥Gil e Su-lni diweil el YlIRAl AHEHI Ysd] B

o cidl ufERgAI: S21 eidiHl sfRUId Rl
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o dodr: 21 ¢idl HI2 UllSdi and2Ai €1di s3] 215 ©
ussiRi 24 2lsii:

o yudlser [d(dy [S[¥2d d-sasumi mdlsemi yesdl
o dlEsIEN: 2141 UI2 HIAGHR $IgH dUIH-] USSIR

o 2sdidig) du: suall [Asaid] 2sAidiy a1 did Hnag
digdrI [Asi:

o [S[¥2d gl [s[2d ¢S usd 12 AsIs0
o yigdail di: ius S21 vi2seld SIJEl Hi2 dUIR]

e Geidl 2sAidigil: Al, [0T, blockchain 2l ussiid iciiag

J4u2 2ls: "IT vis2 2008: Aixdl I1RAGHR SIRIEIH] Il
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