Linux Operating System (4331602) - Summer 2024 Solution (Gujarati) by Milav Dabgar

yed 1(H) [3 d1el]
IURA221 [RizeH @IvIfRid s2i ¥4 dd dad 2l

¥dIGL:

A1 [[1224 culvll: is Ui F $1J22 $ISAR i Y32 R g-2251 dilS 1M 52 ©, [[eH Rl v-e 52 © 14
YA i(S235Y2I4 S2id S ©.

U221 [[22441 del;

dg geld

Radid A2 CPU, ¥u2l, I/0 [Saigliaid siziaH sinaeil
Y52 Yfdu dIuRd ] A0 Y228 UEI S

[Ri22u vizsel U-[dsd usiyell [Rizend yleid s2q

"u2l gls: "RUS" - Resource management, User convenience, System protection

yed 1(cl) [4 2Lel]
s1Y22 [Fe2Hd1 2s] 41 AT Vi 2HIURMR21 [Rieeud] ¥3Ru1d Aumdl.

¥dIGi:

sn22 [diey u2si:

s1J2? [d2eH
¢ISAR A2 [FieH vifdseld uiuny Yosd
\
CPU 3| /0

2221 Re2ul ¥3Raid:
\ € NN\ C N\ . N\ N\ AY
o [Raial ddwe: visdz singel S2id 52 ©
o ge225 YEII: Y52 Vi ¢ISAR U A0 sRY[ASel
o [RAsAilR2): [Rz2ud vidix12] cdid

N\ AR

o iR2 &-s[@dI: [J2aH 220 siiaM 3)d H4% 52 &
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43 gls: "RISE" - Resource management, Interface, Security, Error handling

Med 1(s) [7 d1el]
41 2A1u2A21 [Ri241 USRI AHAdl.
SUIGH:

I. Batch Operating System

aael CTE

MEEEN Y32 ge22seld [GA1 GluMi sica idid 52 &
siRigiudl GBIy throughput, A1 Y252 g-2250I
Gelerel IBM v/

Il. Multiprogramming Operating System

qgel qgeid

siie HHRIHI vAs12 ciglde Wiumy
CPU Guaidl ag 13 CPU utilization
SIAEI idle time =215 &

I1l. Time Sharing Operating System

daiel geid

Time Slices ysaf g CPU time ddidg
Response syl response time
Gelerel Unix, Linux

443l gls: "BMT" - Batch (si¢ g-23s2i4 4dl), Multiprogramming (e111 i), Time-sharing (time slices)

yed 1(s) OR [7 d)ei]

\

Linux HIfS2syR A4 daieli dd1 g2si 120 44Mdl.
BUIG:

Linux A1lS2suR:
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2:],3:52
A
[@ey
A
[[izeH sid
A
Linux s-d
A
sISd2 yid Ju3) HisH-2 s1gd [[eH [Salg
Linux @&ieli:
(4
daiel qgeid
i adid Hsd 4 YuiRl esia dg
ul@ys2 visid oigldey Yosaf
ul@aifRsal visald cigldy vidilR
A4 C N\ AN
vizeid ([dlde siSd2 U2 uId ©
g2si:

[4 NN \
o sdd: 2H1UR(221 [FieHA] YU &19]
e 2ld: sHI-S interpreter

o s19d [F2U: 521 221% A1 52 ©

442l gls: "COMP" - Core (s+d), Open source, Multiuser, Portable

yed 2(1) [3 dpel]

ulSl [H2isiel eaisq deid s2i. ¥4 clvIfRid s?i (1) PID (2) stack pointer (3) program counter
SdIG:;

Process Control Block (PCB): OS H-iH-2 HI2 Yididl g-sHeld &Ridd S2I 225U,

QYUY 1A
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216€ I

PID Process Identifier - £25 Widia 412 -4 4612
Stack Pointer Yidd 22541 21U d2s Uig-2 S2 ©

Program Counter y1v1d instruction - address g21d &

4u2l gls: "PSP" - PID (identifier), Stack pointer (21u), Program counter (4121gj)

yed 2(c1) [4 d1ei]
ulSal Hisd 214 ulS1 Ralduiiq aeid s
FdIGH:

Ui HISd: OS gl21 Yid(A 5d] 2d v 21y & d si-aiwyuid Rus-2e.

vidy Rl

New

[ Terminated J
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Rald qgeid

New vidid oi1d1g 28] ©

Ready CPU 2 21¢ ¥i¢ °¢] ©
Running instructions A($235y2 s3] 28] ©
Waiting /0 Hi2 21¢ W 28] ©
Terminated Wi I &3

442l gls: "NRRWT" - New, Ready, Running, Waiting, Terminated

ved 2(s) [7 yel]

2isey(@d1 vAeIiRan geid s2i:(l) First Come First Serve,(Il) Shortest Job First
oL 1

¥JIGL:

I. First Come First Serve (FCFS)

vidiy APIUA A4 Burst Time
P1 0 4
P2 1 3
P3 2 2

22121 Turnaround Time = (4+6+7)/3 = 5.67

Il. Shortest Job First (SJF)

vidiay APIHA AHAY Burst Time
P3 2 2
P2 1 3
P1 0 4

22121 Turnaround Time = (2+6+11)/3 = 6.33

Hu2 gls: "FS" - FCFS (uedl sH), SJF (2iall 2§ uddl)

yed 2(1) OR [3 dje]

J1waIlRid s?i Race condition, Mutual Exclusion

yeidi 2414
4

7

yeidi 24142
4
7

11
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¥dIGi:

RIGE

Race Condition

Mutual Exclusion

Il

ciglde v visaiid shared data »isia s2 © %2l inconsistent uReiMl 241

S AHA HI AS YIdA critical section visdiy s3] 21S ©

GelsRel: o UIdJY A5 6is 45162 Gid-d AHUS2 s3] 28l 9.

J4u2l 2ls: "RM" - Race (visailg visa), Mutual (4s &M 4s)

yed 2(6i) OR [4 de]

«vifRid s2i Throughput, Turnaround Time, Waiting Time, Response Time

¥AdIGi:

RIGE

Throughput
Turnaround Time
Waiting Time

Response Time
\ (4 N
SIR|dI 26id:

ilgs
Turnaround Time
Waiting Time

Response Time

el

ISH AHAHI YoI »dd Ui RiaH] 2ival
submission 2/l completion &l g@ 242
ready queue Hi 21¢ ¥4I A4

submission el uddl response YeilHi 244

sirjal
Completion Time - Arrival Time
Turnaround Time - Burst Time

First CPU Time - Arrival Time

443l gls: "TTWR" - Throughput, Turnaround, Waiting, Response

yed 2(s) OR [7 3jel]

21G-s 2ilGid v@IiRuH Gelsel A1 A4,

¥dIGL:

RG-S RI[GiA: €25 Wiy aHI4 CPU time slice (quantum) Ho) €.

Gelsrel (Time Quantum = 2):
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vidiay Burst Time
P1 5
P2 3
P3 4

(5235214 21gHAIYH:

0-——-2-——-4-——-f--—-8--—-10---12
Pl P2 P3 Pl P3 Pl

EYEY yeidi 24142 Turnaround Time
P1 12 12

P2 6 6

P3 10 10

22121 Turnaround Time = (12+6+10)/3 = 9.33
SIAEIAI:

o AIAJdId: el YA [T AHI4 AHY

o Rauilia: g22(s2y [Riend Hi2 13

43 gls: "RR-FE" - Round Robin 41U © Fair 244 Equal a4

yed 3() [3 dyel]

s19d disAA ugldAidi usi Al

SdIGI:
isAA ugld qeid
Sequential 21341d2il sHHi read/write
Direct sigf el record A 2ilg sl
Indexed records 2/lgdl Hi2 index Guidl

43 gls: "SDI" - Sequential (s4), Direct (sig uul), Indexed (index)

yad 3(6l) [4 del]
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$sdis diailGisdidi Vvl ¥4 Deadlock Prevention, Deadlock Avoidance deid s?i

¥dIGi:

Ssdis diailCisdiAi:

21Rd qeid

Mutual Exclusion Raifdi iz s3] 21sidl 4l

Hold and Wait vidi Raiiaf ussld 21e A &

No Preemption R sinxscilell ad 2isidi 4l
Circular Wait 216 %idI Wid@i 2liaisiR chain

Deadlock Prevention: 212 21d14i2ll si¢f s €2 szl.
Deadlock Avoidance: unsafe states 2101dl 412 Banker's algorithm <d1 2ie11R&M QUi s,

442l gls: "MHNC" - Mutual exclusion, Hold and wait, No preemption, Circular wait

yed 3(s) [7 agel]
sigd sinqeil usldil aaidl, (dss, vi4shid 24madl
SdIGi:

s19d singeil uglduii:

ugld qgeid SIAEIAI qs?ild

Contiguous Sequential blocks syl visy External fragmentation
Linked ulg-23f g [Guiiddl blocks si¢f fragmentation ¢l ¢l random access
Indexed Index block Hi addresses %sul random access g¢iRl overhead

Contiguous Allocation:

File A: [1][2]1[3][41[5]

Linked Allocation:

File A: [1]-[7]-[3]-[9]-NULL

Indexed Allocation:

Index Block: [1,3,7,9,12]
File blocks: [1][3][7]1[9]1[1l2]
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43l gls: "CLI" - Contiguous (¥isaiel), Linked (uig-22f), Indexed (index block)

yed 3(AH) OR [3 OJEI]
Linux s1gd [Ji224 225Ul a34%el AH1ul.

¥AdIGL:

Linux s19d [die24 ¢ia21sT:

/

F—— bin/ ([@22M binaries)

— etc/ (slHoRei4 sigdl)

— home/ (Y32 [S2s22]%)

F—— var/ (Variable Sal)

F— usr/ (Y232 iR

L— tmp/ (Temporary slgdi)

[Seseql éq

/bin 1922s [deM binaries
letc [@2ey slSo12214 s1gd]
/home Y252 home [S2s221%8

¥u2l gls: "BEH" - Bin (binaries), Etc (config), Home (y23af)

yed 3(ci) OR [4 d)el]
Geleel A1 Critical Section and Semaphore 44dl.
%dIGI:
Critical Section: shared resources sl s2di sis segment.
Semaphore: counter variable GudidI s2q synchronization tool.
Gelser:

# Binary Semaphore

wait(S):

while S <= 0 do nothing
S=5s5-1

signal(S):
S=8S+1

Critical Section 22s2:
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Section qeid

Entry Yrd-42{] Hidid]

Critical Shared resource s 529
Exit Y9 142i] eisdl

Remainder oilesi sis

43l gls: "ECER" - Entry, Critical, Exit, Remainder

yed 3(s) OR [7 dei]

Ssdis 2101, Ssdls 21ig, 24 Hidd Y4:uifd cavaIRid s20 24 44wdi
FdIGH:

Deadlock Avoidance:

e Banker's Algorithm Guid| s2I

e resource allocation safe state d2s dd ¥1J & § 4él d As s2i
Deadlock Detection:
e Wait-for Graph Guiol s2l4 [HaMid deadlock s s?i

Deadlock Recovery ugldil:

ugld qeid

Process Termination Deadlocked wizifdai kill s2i
Resource Preemption yidi([@auiell resources @i
Rollback 21911G] safe state U2 Ui A

Banker's Algorithm 22w

1. request < available resources & s 4él Us s
2. allocation simulate s?l
3. safe state 2i[dcd As s

Wait-for Graph:

" P2 A
P1 P3
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43l gls: "ADR-BWT" - Avoidance (Banker's), Detection (Wait-for), Recovery (Terminate)

yed 4(4) [3 del]
211 H12 §19d Mizseld-] ¥32 © AHWdI?

¥dIGL:

s1gd vizseld4l ¥3RuId:

sRel gl

aluladi fsdald s2i 281l
[EEJEX UA[Esd vis vieslaq
visdl sel consistency 1ngdl

vi2seld 355wy

e Access Control Lists (ACL)
¢ s1gd Permissions (Read, Write, Execute)

e Y332 Authentication

4u3l gls: "PSI" - Privacy, Security, Integrity

yed 4(ci) [4 dpei]
Program threats, System threats o qeid s?i

¥YAdIGL:

Program Threats:

UidRi qeid

Virus Self-replicating gaiia-1yel sis
Worm 42d$ U2 5didI malware
Trojan Horse SVIRICRICICETVE R BIY

System Threats:
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dRl
Denial of Service
Port Scanning

Man-in-Middle

vizseld ugldii:
o i[RI Ais2dR
o SIARMJICH

o [Fufid »ius2d

(4
qeid
[@2eH resources &iz1d] g4l
vulnerable services 2igdl

communications intercept s2dl

443l gls: "VWT-DPM" - Virus, Worm, Trojan; DoS, Port scan, Man-in-middle

ved 4(s) [7 Je]

2ilgiaui 2Hiu2o1 R Yl Hllduil 214 ulEa1i] [Ga1di A1l

¥dIGi:

[AisailR2] Hlldii:

dlld usi?
Access Control
Authentication
Authorization

Audit

[RisaiR2] ulEa1ii:

qei

Ssiel sl resources »sdd s3 215
Y52 identity verify s2dl

Y52 permissions -Ass| szl

yugfdAl monitor 44 log s2dl
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Y52 difold

Authentication

Authorization

Resource

Activity

Audit

AHdse 2 W;

1. Y52 Registration i1 credential 221y
2. Multi-factor Authentication
3. Role-based Access Control

4. [[afid Security Audits
A1 [RisiR2] varai:

e Password lldil
* Encryption
o Backup ulsaiii

e Incident Response %Il

Hu3l 2ls: "AAAA" - Access control, Authentication, Authorization, Audit
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yed 4() OR [3 de]

Authentication and Authorization 84%el 114l

BAIGH:
21GE vl
Authentication Y32 identity verify s2dil
Authorization ¥isAy vifdsiRl 4ssl syl

Authentication ugldii:
e Password-based
e Biometric

e Token-based

#u2l gls: "AA" - Authentication (d¥ sil ©1), Authorization (d4 2] 53l eisl &)

yed 4(ci) OR [4 del]
VIuR(221 [Fe2H el Hlldil uid ulSa1il 2Hd
FdIGH:

[RisuiR2] Hlldi $Hus:

g2s éq

Y52 HA¥H2 Y232 ¥is1G2 S2ld sl
S21 igseld dide-eild Hiféd] yRlaid sdl
d2qs [RisaiRel sRy(A5el4 ylaid seal
[Rizey Hif[2Ra UidRIAl ellgal

uAHd]sel wlsA11I:
1. iuiH YeAis
2. Alld [Gs1
3. didly siisHi

4. [Rafid Aa4lanAi

Gerseel
Username/password

sldd permissions

443 gls: "UDNS" - User management, Data protection, Network security, System monitoring
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yed 4(s) OR [7 d)ei]
iTURA201 [Rizzuni Yl wdldid] [Gardi 4l
¥dIGi:

us [[isAilRe] voiai:

2dR RisAiR2] vaiai

Physical Jd? 34 visda, biometric locks
Network Firewalls, VPN, intrusion detection
System Antivirus, patches, access controls
Application Input validation, secure coding
Data Encryption, backup, integrity checks

Access Control Matrix:

gasala‘lci s1dd A s19d B [PEX]
Admin RWX RWX RWX
User1 RW- R-- -W-
Guest R--

RisaiR2] AHudlsel yHAi]HI:

Ris1R2] vHdlsael

UM HeisA

doissi 1

(G f@sia

[Rizem eiS(Ha1

doissi 2

dielly sidisy

2024-01-07 2024-01-14 2024-01-21 2024-01-28 2024-02-04 2024-02-11 2024-02-18 2024-02-25 2024-03-03 2024-03-10 2024-03-17 2024-03-24 2024-03-31

Hifd2Rd1 2ca1:
o didl AAdIf@lRF¥
¢ Intrusion Detection Systems

¢ Vulnerability Scanners

"u2l gls: "PNSAD" - Physical, Network, System, Application, Data security

yed 5(H) [3 djel]

calendar, date 1 vid yuneyd sHis 444l
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yueld Linux sHisa:

sHis sid Gelerel
cal sd-s2 eelfag cal 2024
date A4 dIRlu/2H> cdigdi date +%d/%m/3Y
who diol-g4 23] Gidiad] who
pwd dlSal (33523 M2 s2d pwd
clear 2s]4 AlIs sdl clear
sHis Gels:ell:
# Aissy HlS4l HIZ Sd-s2 £2ligd]
cal 6 2024
# diRlv HIGy2 sz s2di
date "+%A, %B %d, %Y"
q4u2l 2ls: "CDWPC" - Cal, Date, Who, Pwd, Clear
yed 5(6i) [4 3]
Linux s1gd 14 [$3s23] suis auadi: Is, cat, mkdir, rmdir, pwd,
SUdIGi:
sidd 4 [Ss23 suisa:
sHis sid Syntax Gelzel
1s [Ses23] contents [de2 s2dl ls [options] [path] ls -la
cat s1gdd content e2liga cat filename cat file.txt
mkdir [S2s23] Gidigd] mkdir dirname mkdir newdir
rmdir wid] [S2s22] &2 sed] rmdir dirname rmdir olddir
pwd afSo1 (S2523] B2 s2dl] pwd pwd

Guaid1 Gelsreli:
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# [Ao1d] 1 si1gdl [dee s2dl

1ls -1 /home/user

# oigldy [Sesedls aidigd]
mkdir -p dirl/dir2/dir3

# digd doid 21d siga ealigdl

cat -n document.txt

A1 [dseul:
o 1s -1:dicilgiHe
* 1s -a:ouiddl sigdl aidigd]

e mkdir -p:parent [S2s22]2s Gi-iqd]

H43l 2ls: "LCMRP" - List, Cat, Mkdir, Rmdir, Pwd

yed 5(s) [7 21el]
[Aisier [Adgd] 44 244 Guiol 52 2id [R5 duil: el AvAIAIHII HedH vl 2liddl HI2 2id R3¢ dvil.

¥YAdIGL:

ARl AuAIAIHI] HedH HI2 2id [[RSe:

#1/bin/bash
# ool AwaIAHial Hedd elgal HI2 B

echo "A@I AwiRAI €Wd S2A:"
read -p "uddl wil: " numl
read -p "Gy AWI: " num2
read -p ">ﬂ‘§) AuAl: " num3

# Ugld 1: if-elif-else Gualdl s2lA

if [ $numl -ge $num2 ] && [ $numl -ge $num3 ]; then
max=$numl

elif [ $num2 -ge $numl ] && [ $num2 -ge $num3 ]; then
max=$num2

else
max=$num3

fi

echo "HédH dWI 9: Smax"

# Ugld 2: nested if Guaiol sil
if [ $numl -gt $num2 ]; then
if [ $numl -gt $num3 ]; then
echo "HédH: $numl”
else

echo "HédH: $Snum3"
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fi
else
if [ $num2 -gt $num3 ]; then
echo "HédH: $num2"
else
echo "HédH: $num3"
fi
fi

GuaidIHi ddiddl Control Statements:

Statement éq
if-elif-else cigldg condition [sa
read Y32 input
echo AIGaye geligdi
Comparison operators -ge, -gt, -1t
Comparison Operators:
® _—eqg:. IR
* _ne:GRIGR A4Sl
e _gt:sadiHig
o —ge:SdiHIg AHAUI M4
e _1t:s2didig
e _le:sdiig A I
4u2l gls: "IER" - If (condition), Echo (A41G2yg), Read (gY2)
Y2 5(41) OR [3 dei]
top, ps, Kill Linux yidid sHI-s 2| &
FUIGH:
Linux vidia sHisa:
suis siRl GuidI
top diad) vid &y garigd] top
ps Yidy 222 oidigdi ps aux
kill YA Gig sd] kill PID

sHis [daidi:
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top sHis:
e Real-time yidia Hif&d oidid &
e CPU 14 ¥43] Guiol
e |oad average

ps sHis [dscul:
* ps aux: [doIdi A2l ¢iel]l WA [F
e ps -ef: 2yl sz [@R2al

kill suis:

\N_C

e kill -9 PID:Yidad s kill s2dl

® killall process_name :4M g2l kill s2d

443l gls: "TPK" - Top (real-time), Ps (222a), Kill (cig s2dl)

yed 5(ci) OR [4 d)el]

Linux s1gd 14 [$3s2¢] suis Aauadi: rm, my, split, diff, grep

¥AdIGi:

UddA g19d sHisA:

(3

sHis SR

rm s1gdi/(Ses23]9s g2 sl
mv sigdl wlsdl/4M cledd
split izl s1gdi [Geii(Fd s2dl
diff il geI s2dl

grep 2se2 Y2 2ligdl

Guaid1 Gelsrelli:

# [Sese? recursively & sed]
rm -rf /tmp/oldfiles

# VRS 4 4 oled]

Syntax

rm [options] file
mv source dest
split -1 lines file
diff filel file2

grep pattern file

mv /home/user/doc.txt /backup/document.txt

# $19d4 50-line chunks Hi [Gaiif3d s2dl
split -1 50 largefile.txt chunk_

# siddl 9@l dslad 2i4di

diff -u original.txt modified.txt
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# clgldy sigaii ved eligal
grep -r "TODO" /project/src/
A1 [Aseu:

e rm -i:Interactive mode
* mv -i:Overwrite uddiyeq
e grep -i:Case insensitive 2li¢

Hu2l gls: "RMSDG" - Remove, Move, Split, Diff, Grep

yed 5(s) OR [7 3yei]
2id [R5 duii:uid 4612l ANl 244 uid vA1AIH] 422121 21idi.

¥dIGL:

viy AvA1Ai4l 422121 HI2 2id R5e:

#!/bin/bash
# Ui AwaAHl 12221 2re1d] HI2 [[Fe

echo "=== 22 SCSYd2R ==="
echo "Uid AWIRAI €Md S2A:"

# viy vl giyd]
read -p "¥WIl 1 €uWd SA: " numl

read -p "¥WIl 2 €uWd SA: " num2
read -p "¥uAl 3 €Wd S2A: " num3
read -p "¥WAl 4 €Wd S2A: " numd
read -p "¥uAl 5 E€Wd S2: " numb

# Gllgails] aleld?

sum=$ ( (numl + num2 + num3 + num4 + num5))

# A2p2l dleld3

average=$((sum / 5))

# uReiMi e2iiga)

echo
echo "elud sdl AuiAl: $Snuml, S$num2, S$num3, S$num4, Snum5"
echo "GIEGIS]: Ssum"”

echo "¥2I2l: Saverage"

echo

# eeliel AlsAlY g [Agd 93

sum_float=$(echo "$numl + $num2 + $num3 + $numé4 + $num5" | bc)
avg float=$(echo "scale=2; $sum float / 5" | bc)

echo "¥isS A2RI: $avg float"
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Arrays Guidl sl dslcis ugld:

#!/bin/bash
# Array approach Guidl s34

declare -a numbers

sum=0

echo "5 AWAIAI €vd S2A:"

for i in {0..4}; do
read -p "¥Wl $((i+l)): " numbers[i]
sum=$ ( (sum + numbers[i]))

done
average=$((sum / 5))
echo "dWIAl: ${numbers[@]}"

echo "GIgGiIS]: $sum"

echo "22l2l: Saverage"

[Be dael:

daiel geid

Input Validation Numeric input &is s2dl
Yse-g-sdl A1G2y2 2y giH[2o)

Array Guaid| clglde deyas 2212 sl
disolfCid vHivel- GIIEGIIS] A AHIP1ISIR

Bash Hi anfeilds aHiuel-:

® $((expression)) :Integer arithmetic
e be: Floating point Hi2 calculator

e expr: Expression evaluation

#u2l gls: "RSAR" - Read (g4Y2), Sum (GH24), Average (iI211sIR), Result (ulReim)
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