Linux Operating System (4331602) - Winter 2023 Solution (Gujarati) by Milav Dabgar

yed 1(a) [3 Hiswi]

Linux 41 AHIlS2su2 €iRi i 2ileidui [AlGa 2d2i 24xdi.

Gde:
Aisld:
c
User Applications
System Call
'/ Kernel \»
Device Drivers Process Management Memory Management File System Network Management

Hardware

e User Space: duzi2isdi applications 244 system utilities 2M1d &
e System Call Interface: user programs i+ kernel g2 interface Yeid 52 &

e Kernel Space: process, memory, file management 212l 40 operating system

4u3l 2ls: "Users System Kernel Drives Hardware"

ved 1(b) [4 His]

2] (R2(d 2] 57 Aoy Gercrel A1 ¥4wd.

Gu2:
uiyj [Adael
I 145 processes isalel shared resource 4 access S2 ©
Y2 timing dependency A si2el 4[A(gd uReiHi
Gelerel ol transactions glI 6is account balance - update s2q

Gers2er vlsar:

e Process A: balance = 1000 42 £, 100 GH2 &

e Process B: balance = 1000 did €, 50 GI€ S2 &
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o yfRenH: +Aldy balance 1050, 950, 424l 1100 i 21S »i2y 1050 4 ¢ied

443l 2ls: "Race Results Random Resources"

yed 1(c) [7 HIsRi]

([GlGa usil AH1u2221 [[22Hi] A1€] cididi. HlRMIAIM1 A41U2(22] [[22H] SI04 A1dY Gelee! 112 A4,
Gde:

siwes: IURRo1 [[2uI UsIRi

Usi C-I&Il!l‘l Gelsrel

Batch Jobs GiiHi process &1 © IBM mainframes
Time-sharing HAS quRIRISIAI s I8 UNIX

Real-time dicsi(ds response %33l Air traffic control
Distributed i4s connected computers Google cluster
Multiprogramming memory Hi ¥i4s programs Windows, Linux

Multiprogramming siRiug/d:

e Memory Management: 2i4s programs isel load 21 &
e CPU Scheduling: I/0 occurrence €24 programs 422l switch s2 ©
e Resource Sharing: CPU 214 memory i efficient Guiol

e Gelsel: Word processor, music player, 44 browser Asaiiel 41d ©

443 gls: "Multiple Programs Maximize Performance”

yed 1(c OR) [7 HISRi]

falda usir4l AHiIuR2o1 [[224i4] AI€] Giidi. Gia U221 [ [Ad1ddIR 4HMdl.
Gd:

221 [[A22441 UsIRA:
Gud sies 2.

Batch Operating System [doidi:

Job Collection: Jobs offline collect &1 244 batches Hi group @12 ©

Sequential Processing: Jobs ¥is ugs] 3As execute &1 quri2isdi interaction 4212

e No Direct Interaction: guziisdi job submit 52 244 ugsleil output collect 2

Efficiency: aiHi- UsiAl jobs Hi2 high throughput
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e JIRgIAEL: Real-time processing -eil, dicil turnaround time

43 gls: "Batch Brings Better Business"

yed 2(a) [3 HIsw]

ulSa1 YdA S €1R1 U4 A4AdI.
Gu2:

visld:
[

New

Admitted

Interrupt Scheduler_dispatch

I/0_completion

I/0_request Exit

y

[ Terminated ]

New: Ulsl ciIgdiHi AId €

\

Ready: uls21 CPU assignment 12 21s %id]

\

Running: ulsa1 ¢iaHi execute g 2] ©

\ \

Waiting: u(s21 1/0 operation Hi2 21¢ id] €

e Terminated: u(sd124 execution Yol 53 ©

443l Zls: "New Ready Running Waiting Terminated"
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yed 2(b) [4 His]

Ssdisd «uIvAIRid s’i A4 Ssdis Adi HI2 ¥33] 21di-] AAi s2.

GdR:

QIR SSAIS IR 21 © FUIR processes -4 processes gl2l held resources H12 2A[A[Ed 24 el 21¢ wid] 28 ©.

siwes: $sdis 2ldi

21d [Adael

Mutual Exclusion Resources share sz3l 2isidi el

Hold and Wait Process resource hold s34 ol Hi2 21¢ A &

No Preemption Resources cirexdlell dad 2isidi -eil

Circular Wait Processes resource dependencies o circular chain ci-id &

43l gls: "My Hold Never Circles"

Wed 2(c) [7 HisA]

21G-s 20(Gi A@IIRaH deid s2i. VNd S21 HI2 di2 U2 12 2212 A< VidIA] HHY Vi 221 24-2121GeS AHYA]

Jleidi] s2l. dcei RAA = 01 ms 24 sdi-2H AHA = 05 ms LAl4Hi @l.
Gd2;
Round Robin IiRuH:

e Time Quantum: £2s process Hi2 fixed time slice
e Preemptive: Quantum expire 21 ussl process preempt 212 €

e Fair Scheduling: i+ CPU time [ddzel
AN S2I:
e Context Switch =1 ms, Quantum =5 ms

de2 UI2:

|pl|cs|p2|cs|p3|cs|pP4|CS|Pl|CS|P3|CS|Pl|CS|P3|CS]|
0 5 6 10 11 16 17 22 23 28 29 34 35 40 41 46 47

Jleld? sies:
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Process Arrival Burst Completion Turnaround Waiting
P1 0 12 40 40 28

P2 3 4 10 7 3

P3 2 15 46 44 29

P4 5 5 22 17 12

o 3212 Waiting Time: (28+3+29+12)/4 =18 ms

e 22121 Turnaround Time: (40+7+44+17)/4 = 27 ms

43 gls: "Round Robin Rotates Regularly"

yed 2(a OR) [3 HIsA]

dsldd: CPU Gl1Ges ulsa1 v/s 1/0 6liG-s ulsal.
GuR:

siwes: CPU vs 1/0 GIG-s ulsSa1dii

vy CPU 6lIG-s I/0 6iIG-s

CPU duzi2l Gy CPU utilization 141 CPU utilization
1/0 Operations =*JddH 1/0 g1dIR 1/0

Geleell aiifeilds a1eidlAi File operations
Scheduling dicdl time quantum -l %32 &sl quantum il sl
Performance CPU speed il 4ifed /0 speed &/l Haild

43 gls: "CPU Computes, I/0 Interacts"

yed 2(b OR) [4 HIS?i]

[GZsd diseldd crvaifRid s2i 2 [BREsd dseld diRjei-] A1H1- 2414l yi s2l.
Gri2:

IIull: [5[2sa Jsel- i code segment © w2 shared resources 4 access S2dIHi 419 © 244 atomically execute
g ¥ S,

siwes: [$2sd dseld sy
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(deiid1 &g

Entry Section [s[2sa dsel4Hi udel 412 permission Hidl ©
Critical Section Shared resources 4 access s2dl SIS

Exit Section Permission [2clos s2 ©

Remainder Section Shared resources access s2di il d 6il=si sis

Solution Requirements:

e Mutual Exclusion: [$[2sd asel4Hi $5d 2is % process
e Progress: PI0-] process -l selection 4[[[2d 2142 3¢l postpone ¢ 2isdl el

e Bounded Waiting: Waiting time u2 4iel

443l 2ls: "Enter Critical Exit Remainder"

yed 2(c OR) [7 HIS?i]

SJF v@IiRund deid s2l. siesHi vd S21 HI2 J1-2 A1 A1 ARARJA A¢ FdIH] AHY Vi AU 24-V1R1G-S AHAH]
dqeidzl s2i.

Gde:

SJF vAcIIRau:
e Shortest Job First: il 4141 burst time dliuil process uédi schedule 21
e Non-preemptive: Process completion &l 1@ &
e Optimal: yi22121 waiting time 4 minimize s2 ©

Execution Order: P2(4), P4(5), P1(8), P3(9)

2 UlE:

| p1 | P2 | P4 | P3 |
0 8 12 17 26

Jleld?l sies:

Process Arrival Burst Start Completion Turnaround Waiting
P1 0 8 0 8 8 0

P2 3 4 8 12 9 5

P3 5 9 17 26 21 12

P4 6 5 12 17 11 6

o 222 Waiting Time: (0+5+12+6)/4 = 5.75 ms

e 22121 Turnaround Time: (8+9+21+11)/4 = 12.25 ms
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342 2ls: "Shortest Jobs Start Soon"

yed 3(a) [3 HIsw]

Gi-2d-l [S2s23] 2uI 4HMdl.

Gde:
disld:
[
Master File Directory (MFD)
|
tmm Fmm +
| |
Userl User?2
Directory Directory
| |
Filel File3
File2 File4

Master File Directory: £2s guziisdi HI2 entries aHId ©

User File Directory: £2s duri2isdidl files 112 »1@2! directory

Path Structure: /user/filename

sIk4El: Naming conflicts 4 Gsd , user isolation Yel4 52 ©

442l 2ls: "Two Tiers Tackle Troubles"

yed 3(b) [4 Hisi]

([dfGa sigda siMdil2] audi.
Gd2:

siwes: s1gd vl

vl éq Gelezel
Create Ad] file Gidigdi] touch file.txt
Open Y22l Hi2 file 4 access sdl fopen()
Read File wiell data retrieve s2di fread()
Write File 4i data store s2di fwrite()
Close File access 4 terminate s2dl fclose()
Delete File 4 remove s2dl rm file.txt
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43 gls: "Create Open Read Write Close Delete"

yed 3(c) [7 HIsRi]

[Gfaa siga singeil ugldiidl 1€l cididi 214 32 uiIsld 12 a4 singeil auwdi.
G2
s19d sindgeil uglduii:
e Contiguous Allocation
e Linked Allocation
¢ Indexed Allocation
a4 singeil:
digld:
File A: |Blockl|Block2|Block3|

File B: |Block4|BlockS5 |
File C: |Blocké6|Block7|Block8|Block) |

siwes: ddad singeil

vy [dazel

Storage Files consecutive blocks Hi store @124 €
Access siguel block 4 direct access

SIJAEI %sul access, 10 implementation
dlRgIAEl External fragmentation, expansion yesd

Directory Entry: (Start block, Length)

43 gls: "Contiguous Creates Continuous Clusters"

yed 3(a OR) [3 HISA]

19 225UAI USRI deid sa.
GdR:

siwes: s1gd 225U USRI
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UsIR o184

Sequential Records sHHi
Direct/Random Records key gI?l

Indexed Index records 4 point s2 &
Hierarchical Tree structure

43 gls: "Sequential Direct Indexed Hierarchical"

yed 3(b OR) [4 HiIs?i]

([dlGa siga daiel 24wdl.
GdR:

siwes: s1gd daiel

daiel [Gazel

Name slgd identifier

Type slgd format

Size slgd length bytes i
Location Physical storage address
Permissions Access rights

Timestamps Creation, modification dates

443 gls: "Name Type Size Location Permissions Time"

yed 3(c OR) [7 HISR]

Access
Sequential &
Direct access
Key-based access

Path-based

Gelsel
document.txt
txt, .exe
1024 bytes
Block 150
FWX-FWX-rWX

2023-01-16

[Glaa siga singeil ugldiidl 21€l cididi 214 32 uiisld 212 ([As s3d sindeil 34wdi.

Gd:

s19d s1ndgeil ugldii:
AHINGHI FUIG 1HIA.

([@ss sinaeil:

disld:
[
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File A: Blockl - Block5 - Block9 - NULL
File B: Block2 - Block7 - NULL
File C: Block3 - Block4 - Block8 - NULL

siwes: [dss sinageil

vy ([dazel

Storage Files linked blocks Hi store &1 &
Pointers £2s block 412101 block 4 pointer 2H1d &
SIJAEI External fragmentation il, dynamic size
dlRgIIEI Sequential access %, pointer overhead

Directory Entry: (Start block pointer)

4u3 Zls: "Links Lead Logical Locations"

wed 4(a) [3 HisA]

YIAIH guslBl AIvAIRid s2 4 ddl USIA AdHMdl.
Gde:

QUL YIAIH eMSIRAT A malicious programs € < system security 244 integrity 4 41U .

siwes: Hi2AIH gHsldl UsIRi

usIR [dazel

Trojan Horse Legitimate program Hi ggul?.\lc-l\l malicious code
Virus 1=l programs A infect sadl self-replicating code
Worm Networks 4?2 replicate @idi standalone program
Logic Bomb Specific conditions gl trigger adi code

43l gls: "Trojans Viruses Worms Logic-bombs"

yed 4(b) [4 His=i]

[Rie2u did[2521d auxdl.
Gde:
Qv System access AHudi Uedi guri2isdiql identity 4 verify s2di-l ulsa.

siwes: didl=25a4 ugldai
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ugld [dazer

Password Secret text string
Biometric Physical characteristics
Token Physical device
Multi-factor ugldai4 combination

\

vidl=25e14 ulsar:

AR

e Identification: quzi2isdl identity claim s2 &
e Verification: System claim A validate s2 &

e Authorization: Access rights 211UdiHi 414 ©

443l 2ls: "Passwords Biometrics Tokens Multi-factor"

yed 4(c) [7 HISRi]

visd S2id [deed [o1ddiR Aumdi.

GdR:

Gelsel
username/password
Fingerprint, retina
Smart card, USB key

Password + OTP

vl ACL €25 user/group Hi2 system resources U2 permissions specify s2 €.

siwes: ACL sWild-2

sWid-2 &g
Subject User 424l group
Object Resource
Permission Allowed operations
Action Allow 4291 deny
ACL 2gsu-2:
User: john File: /etc/passwd Permission: read
Group: users File: /tmp/* Permission: write
User: guest File: /etc/* Permission: write

SIAEL

e Granular Control: Fine-grained permissions
e Flexibility: Per-resource access control

e Scalability: %[2d organizations 4 handle s2 &
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443l 2ls: "Access Controls Limit Users"

yed 4(a OR) [3 HIsA]

[Rie2u gus]Al cAvAIRid s2 244 dl USIRI Audl.
Gu2:
IIull: [JeH guslAil operating system components 244 system integrity - target s2 .

siwes: [J:2H ayusldl usiRi

usIR [dazel

Denial of Service System resources 4 overwhelm s2d
Privilege Escalation Unauthorized higher privileges Hoga
Buffer Overflow Memory management flaws - exploit s2dl
Rootkit Detection 2il malicious activities - guiddi

43l gls: "Denial Privilege Buffer Rootkit"

yed 4(b OR) [4 HIS?i]

0S Hi 2aiel] ¥3RAId] A4 dedi-l dui s2.
Gde:

siwes: 281 ] ¥3RauIdi 244 dgAi

*3lRald das Implementation
Confidentiality Unauthorized access »2siqd| Access controls
Integrity Data accuracy s1inddi Checksums, validation
Availability Resource access ensure s:d| Redundancy, backup
Authentication User identity verify s2dl Login mechanisms

a1l ugldii:

e Access Control: Resource access 4 limit s2di
e Capability Lists: User permissions define s2di

e Security Domains: Processes A isolate s2dl

443l gls: "Confidentiality Integrity Availability Authentication"

No. 12 /17



Linux Operating System (4331602) - Winter 2023 Solution (Gujarati) by Milav Dabgar

wed 4(c OR) [7 HIs2i]

[Gfdg A2 [RFeeH e Hlldui 214 ulSarAi4]l ui s2i.

GdR:

siwes: yail -lldil 244 ulsa14i

dlld usi2 [darer

Access Control User permissions define s2di

Password Policy Password requirements

Backup Policy Data protection strategy

Incident Response Security breach handling
yral ulSA1il:

e Regular Updates: Patch management
e Monitoring: Log analysis, intrusion detection
¢ Training: User security awareness

e Audit: Compliance checking

43 2ls: "Access Password Backup Incident"

ved 5(a) [3 His]
11 gl quAdi: (i) pwd (ii) cd (iii) comm
Gd?:

siwes: Linux Commands

Command éq

pwd Present working directory print s2dl
cd Directory change s2di

comm Sorted files 4 compare s2d|

N

e pwd: ¢i@l directory i path €2iid &

e cd: Directories g2 navigate s2di
i

e comm: Files 422 common 44 unique lines €2iid &

ulsal

Regular audit, role-based access
Complexity rules, expiration
Regular backups, testing

Detection, containment, recovery

Gelcel
pwd — /home/user
cd /tmp

comm file1.txt file2.txt

42l gls: "Print Working Directory, Change Directory, Compare Common"
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yed 5(b) [4 His]

sl sigai 6l sigdidl auilaeid wisdl HI2 2id REe duil.
GuR:

2id 5w

#!/bin/bash
# ol files A ﬂk@ file Hi concatenate S2dl M2 script

echo "WaH file q M €lUid S:"

read filel

echo "cily file d A €vid s2i:"
read file2

echo "Output file 4 AM €@ SA:"
read file3

# Input files exist © § SH AUS S2A
if [ -f "$filel" ] && [ -f "$file2" ]; then
cat "$filel" "$file2" > "$file3"
echo "Files asUkﬂgﬁs $file3 Hi concatenate &g"
else
echo "Error: Input files yail Hafl"
fi

4u2l 2ls: "Cat Combines Content Correctly"

wed 5(c) [7 His]

BINE 5 VisH] dvAIHi dHIH calsddld visidl ddini 2Aiudl HI2 2id [R5 dvil.
Gde:
2d ¥

#!/bin/bash
# 5-visdl AWM digits Al sum eliédl HI2 script

echo "5-¥isdl AWl €Wd s2A:"

read number

# Input validate S2I

if [ ${#number} -ne 5 ]; then
echo "Error: §Ul s34 GRIGIR 5 digits €uid s
exit 1

fi

sum=0

temp=$number
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# €35 digit extract S ¥4 sum S
while [ S$temp -gt 0 ]; do
digit=$((Stemp % 10))
sum=$ ( ($sum + $digit))
temp=$((Stemp / 10))

done

echo "$number Hi digits 4l sum ©: $sum"

APIRYUH:

e Input Validation: 5-digit number Hi2 s s?i
* Digit Extraction: Modulo operation diu?l
e Sum Calculation: €25 digit GH2l

e Display Result: ild4 sum cididl

4u3l 2ls: "Sum Separates Single Symbols"

yed 5(a OR) [3 HISA]

11 gl AHAdi: (i) man (i) mkdir (iii) grep
Gde:

siwes: Linux Commands

Command éd

man Manual pages €2ligdi
mkdir Directories cid19dl
grep Text patterns 2lieid|

e man: Commands 412 documentation Yel4 52 &
e mkdir: Specified names a2l -dl directories Gi41d &
]

e grep: Regular expressions diuzld files Hi patterns 2/ig &

43l 2ls: "Manual Make Directories, Grep Examines Patterns

yed 5(b OR) [4 His?i]

(6ii412i] Sieil ¥432 s2d1 Vi UelRid s2d1 HI2 2id [R5 dvil.
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#!/bin/bash
# [s6ii41:] gl generate S?dl MI2 script

echo "Terms -l 2wl €uvid s2qA:"

read n

# Input validate SR

if [ $n -le 0 ]; then
echo "Error: §u|sﬂ& positive number €W s21"
exit 1

fi

# YUY 6 terms initialize S?
a=0
b=1

echo "[sGii10] giel:"

echo -n "S$a "

if [ $n -gt 1 ]; then
echo -n "$b "

fi

# GlislHI terms generate SR
for ((i=3; i<=n; i++)); do
c=$(($a + $b))
echo -n "$c "
a=$b
b=$c
done

echo

Hu:2l 2ls: "Fibonacci Follows Forward Formula"

yed 5(c OR) [7 HIS=i]

i string palindrome ® 5 54 d [aiRd s2d1 HI2 2id 52 @vil.
Gud:

oid [3e:

#1/bin/bash
# String palindrome © S5 SY AS sl HI2 script

echo "String €Wd S2i:"

read string

# Lowercase Mi convert S2i ¥ spaces &2 SRl

clean string=$(echo "$string" | tr '[:upper:]' '[:lower:]' | tr -d ' ")

No. 16 /17



Linux Operating System (4331602) - Winter 2023 Solution (Gujarati) by Milav Dabgar

# String length o)
length=${#clean_ string}

# Flag initialize S2I

is_palindrome=true

# Palindrome YS S2
for ((i=0; i<length/2; i++)); do

if [ "${clean string:$i:1}" != "${clean string:$((length-1-i)):1}" ]; then
is_palindrome=false
break
fi
done

# ulReim eelidl

if [ "$is_palindrome" = true ]; then

echo $string' palindrome o"

else
echo "'$string' palindrome eil'
fi

AUEIRuUH:

e String Cleaning: Lowercase Hi convert s2l, spaces g 2|
e Character Comparison: ¢i~i ©si2il characters 4 compare s?i

e Palindrome Check: 6i¢il comparisons match @12 © s s verify s

43l gls: "Palindromes Proceed Perfectly Parallel"
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