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yed 1(H) [3 d1el]
Cloud computing l ca1vil 2A1ul. Cloud computing Guidl s2dldI siduel 6 SIRAEI 244,
SdIGI:

Cloud Computing i g2242 gl computing services ¥M & servers, storage, databases 4 software ygel4
54l 2dl .

26id: Cloud Computing I IRIEl

SI”AEI qeid
[SHd vsIRS sigf upfront hardware i i, Guaiar yHiel Ysael
sdfcifa2 Hiol yMILl resources 943l § g21S] 21S1Y

3442 2ls: "Cloud Saves Cash" ([S4d #2515, 25AGId)

yed 1(6l) [4 d1ei]

Cloud service models l i€l Giidl. slR2s1¢ s21: Infrastructure as a service model 3i cloud computing
structure -l AR &.

¥dIGL:

26id: Cloud Service Models

Hisd yg 1M qeid

laas Infrastructure as a Service Virtual machines, storage, networks
PaaS Platform as a Service Development platforms i tools
SaaS Software as a Service daIR applications

*s(R[§52I4: 1aaS ¥i foundation ® siR@l § d basic computing infrastructure (servers, storage, networking) Y€
2 € %I GU PaaS 4 SaaS Gi+1ddiHi 4AId ©.

43l gls: "l Pay for Software" (laaS, PaaS, SaaS)

sed 1(s) [7 21el]
Edge i fog computing a2 dsidd s2l.
VUdIGi:

26id: Edge vs Fog Computing
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vy Edge Computing Fog Computing

224 Device level U2 (endpoints) Cloud 4 edge g2

Latency HRid Aie] (milliseconds) AHig (211s] seconds)

Processing 4i[ed local processing [ddfRd processing

Storage *JddH local storage HeY storage capacity

Guaidl loT sensors, autonomous vehicles Smart cities, industrial loT
SIARAIM:

Edge Devices

Cloud Data Center —» Fog —» Edge Devices

Edge Devices

"u2l gls: "Edge is Extremely close, Fog is Further"

yed 1(s) OR [7 d1e1]
Cloud computing di qu?idl distributed ledger technology 2udi.

¥dIGi:

Distributed Ledger Technology (DLT) i cloud computing 4i multiple nodes u? sdiid decentralized
database .

Yy dgieli:
 Decentralization: sig single point of failure il
e Immutability: ¥isdi2 add sai ussl records cigdl 2isidi el
e Transparency: ¢igl participants transactions igf 215 €

e Consensus: 4dl entries HI2 agreement %33!

26id: Cloud Hi DLT I SIJA€I
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SIJAEI qeid

Yrall Cryptography iRl d¢| data protection
[GETEY Intermediaries Hl %32 42l

Audit Trail 2iyel transaction history

443l gls: "DLT Delivers Trusted Security"

Med 2(21) [3 d1el]
Virtualization environment 1 §ua components «il 1€l Gididi 24 AH¥dl.

¥YAdIGi:

26id: Virtualization Components

Component qeid

Hypervisor Virtual machines manage s2q software
Virtual Machines Jd2I computing environments

Host OS Hypervisor adidg operating system

43l gls: "Hypervisor Handles Virtual Machines"

ved 2(Gl) [4 d1ei]

Gelerel A1 dI¥6il ¥di6i 2Hiui: Small 214 midcap su-lil Hi2 resources vidledl s2di cloud Gu? @IS ddl dg]
[Rdiae &.

%¥dIGI:
Cloud Renting I gIJEl:

o isi wifais wil: Hardware 4i upfront investment sl

o dqilsdl: Hi2l yHILl resources scale s3] 2is12)

AAY

e Maintenance-Free: Provider updates 214 repairs 410 ©

Gelsrel: Ais startup - peak season €2[HI4 s servers wig ©. uidledi-l wi 10 divi ©, AR cloud renting -l
U 3 H[&AI41 Guaiial HI2 50,000 ©.

43l gls: "Rent for Flexibility, Buy for Permanency"
Med 2(s) [7 21el]
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Hypervisor  ddl UsIRI aI2l AxAdl.
SdIGH:
Hypervisor i software © < hardware resources 4 abstract s2l4 virtual machines 6i4id 244 manage s2 ©.

26id: Hypervisor usI?i

usIR A1y aeid Gelgrell
Type 1 Bare Metal Hardware u2 /g u1d & VMware ESXi, Hyper-V
Type 2 Hosted Host operating system u2 Id © VirtualBox, VMware Workstation
SIRIIRIIN:
Type 1 (Bare Metal) Type 2 (Hosted)
| | | |
| vMi | vm2 | | vMlr | wvm2 |
| | | | | |
I | ] [ I ]
| Hypervisor | | Hypervisor |
I I I |
| Hardware | | Host OS |
| | | |
[ ]
| Hardware |
|

443 gls: "Type 1 Touches Hardware, Type 2 Touches OS"

U 2(41) OR [3 dei]

Virtualization Guaidl s2didI sIAEIRAI] A1€] Gid1di. siguel 2is qudi.
FUIG:;

Virtualization dI sIJEl:

e Resource Optimization: ¢iéd2 hardware Guaiol
o URIHi "g2Isi: il physical servers g

e Isolation: Applications 2dd» ld Aid &

Resource Optimization: >As physical server Uz giell virtual machines idl 215 , hardware capacity i 80-
90% GuI21 1 € MY 15-20% A Gied.

43 gls: "Virtualization Optimizes Resources"

yed 2(ci) OR [4 d)el]

Application-level virtualization 44%di.
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¥dIGi:

Application-level virtualization applications - host OS uz install sai (A1 isolated environments 4i ddiddi-]
S CIEITIVE: )

26id: Application Virtualization Features

dael qeid

Isolation Apps AscI4 AR s2dl A2l

Portability Apps [alde OS 2 modification (A1 Aid ©
Security Sandboxed execution environment

GelsRel: Docker containers % applications - d44l dependencies d12i package sl udid .

43 gls: "Apps Are Isolated and Portable"

yed 2(s) OR [7 djei]

Cloud Hi hardware virtualization 24,
¥dIGi:
Hardware virtualization cloud environments Hi physical hardware components i virtual versions 6i-1d €.

yuwa Components:

CPU Virtualization: €11l VMs physical processor share s2 ©

Memory Virtualization: VMs - virtual memory allocation

Storage Virtualization: Storage resources 4 abstract s2 ©

Network Virtualization: Virtual network interfaces

26id: Hardware Virtualization i SIJ€

SI”AEI qeid

Resource Sharing gell VMs aHI4 hardware diuR
Isolation VMs 2dd 2ld siH 52 &
Migration VMs hosts 421 move s3] 21si ©

43l gls: "Hardware Hosts Multiple Virtual Machines"

ved 3(H) [3 djel]

Data Center l vl 241ul. Data center I ¥siRidl Al€] Gididi.
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¥dIGi:

Data Center 31 computing 44 networking equipment 21udi<] jfdel © ¥ data store, process 44 distribute s2

.

26id: Data Center UsI?i

usiR qeid

Enterprise Organizations 412 private data centers
Colocation g1l clients H12 shared facilities

Cloud Virtualized, scalable data centers

443l gls: "Enterprise, Colocation, Cloud Centers"

Med 3(¢i) [4 3[e1]

Data centre automation 54 Hecdd ©?
SdIGI:

Data Center Automation I SIAEI:

o siRIgHdI: Manual tasks A4 errors €215 &
* URIHI GiAd: 2iiel operational expenses
e Scalability: 235Ul resource provisioning

o [dg-ladi: 2idd operations 44 monitoring

26id: Automation &idli

&l SIAEI

Provisioning syl server deployment
Monitoring Real-time performance tracking
Maintenance Automated updates 4 patches

43 gls: "Automation Enhances Efficiency"

Med 3(s) [7 21el]
SDN (Software Defined Networking) 118252 aiudi.

¥dIGL:

SDN network control plane 4 data plane il 24d21 s2 9, centralized network management 21S Gi-1d .
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SDN Architecture Layers:

—————» e
Control Infrastructure Layer

Application Layer . » »
""Northbound API™ “Southbound API™

26id: SDN Components

(3

Component SI)
Controller Centralized network control
Switches Controller »A141l3d packets forward s2 ©
Applications Network services 44 policies
SIYEL

e Centralized Control: Single point of network management
e Programmability: Dynamic network configuration
¢ Flexibility: 420 policy implementation

43l gls: "SDN Separates Control from Data"

yed 3() OR [3 d)el]
vaIfRid s2i: (1) Cloud Elasticity (2) Cloud Scalability

¥AdIGL:

26id: Cloud Elasticity vs Scalability

21G€ BINI]
Cloud Elasticity Hi2l AH1g1lRd automatic resource adjustment
Cloud Scalability Resources add s3l4 geid] workload handle s2di] &udi

Yyua dslad: Elasticity automatic €, scalability manual § automatic <igf 215 ©.

43 gls: "Elasticity is Automatic, Scalability is Adaptable”

yed 3(ci) OR [4 dje1]
s1Rel A1l ¥HAdl: Cloud computing di Vendor lock-in 31 dis Hi2l aul .

¥dIGi:

Vendor Lock-in IR 2113 & 12 specific services U2 dependency -1 sikel cloud providers 61Edq Y5 6id €.
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AHRAIAI:

e @Y1 Migration Costs: Data transfer 214 application modification uii

e Hailéd d@agrilsdi: Providers ] Hailgd uaieai]

e Dependency: Single vendor -l technologies u2 AHi¢iRddl

Gelerel: AWS-specific services diurdiell Google Cloud u? migration Higj 244 sf2d cid ©.

443l 2ls: "Lock-in Limits Liberty"

yed 3(s) OR [7 3jel]

Infrastructure as Code (1aC) 4 dI different approaches 12 a4dl.

¥dIGL:

Infrastructure as Code (IaC) manual processes  6ied code glRl infrastructure manage s2 ©.

26id: l1aC Approaches

Approach qeid Tools
Declarative gR&d end state define s2 & Terraform, ARM templates
Imperative Step-by-step instructions define s2 & Scripts, Ansible
Hybrid 6i+ approaches 4 combination Pulumi
SIYEL
e Consistency: Repeatable infrastructure deployment
¢ Version Control: Infrastructure changes track s2 &
e Automation: Manual configuration errors €21 &
SIRIIAIN:
Code laC Tool Cloud Provider Infrastructure

34432 2ls: "laC Codes Infrastructure”

yed 4(H) [3 d1el]

Cloud storage 1 vl 2411, Yy cloud storage 2iRjel- Hiud] Aldilai] 21€] ciial.

¥dIGL:

Cloud Storage i g-2242 glRI accessible remote servers U2 data store s2di4] ddi ©.
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26id: 4u Cloud Storage Solutions

Provider Service UsIR

Amazon S3 Object Storage
Google Cloud Storage Object Storage
Microsoft Azure Blob Object Storage

443l gls: "Amazon, Google, Microsoft Store Objects"

yed 4(cl) [4 2Lel]

Gels2el A1 AM2i- AAIUi: Data consistency i cloud storage -l diigeas [d2indl ©.

SdIGH:

Data Consistency uiid?] s2 © s distributed systems Hi data -l ci¢il copies 2HI4 value Gidid €.
Hec:

o [d2-ladi: Users 4 éHell 1l data 4o ©
e Integrity: Data corruption 212519 &

e Synchronization: €@l users M4 information g &

Gelerel: Banking system Hi account balance 6igl ATMs 44 branches Hi consistent ¢iq %i€gf4 double spending
2s19dl HI2,

43 gls: "Consistency Creates Confidence"

e 4(s) [7 21el]
Cloud databases 1 usi?i [do1daiR A4¥di.

¥VAdIGi:

26id: Cloud Database usI?i

usiR CTE Gele2ell GuidI
sQL ACID properties 12 relational Amazon RDS, Azure ) )
Transaction processing
Databases databases SQL
NoSQL MongoDB Atlas, ) )
Q Non-relational, flexible schema . Big data, real-time web apps

Databases DynamoDB

In-Memory %5y 412 RAM Hi data stored Redis, Memcached Caching, real-time analytics

Graph ) i Neo4j, Amazon Social networks,
Relationship-focused data storage :

Databases Neptune recommendations
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SQL vs NoSQL gd-il:

Structured SQL ACID

Unstructured Data NoSQL Database High

Hu32l 2ls: "SQL for Structure, NoSQL for Scale"

Y2 4(41) OR [3 dei]

Cloud Hi database services ] caivai 211ul. Database services 1 v @gielil A1€l cididi.

%dIGI:

Cloud Database Services i cloud vendors gl Uel4 S2dMi AHiddl managed database solutions .

261d: Yu dgiell

qael geid

Auto-scaling Automatic resource adjustment
Backup & Recovery Automated data protection
High Availability 99.9% uptime guarantee

Hu2l gls: "Databases Auto-scale, Backup, and stay Available"

yed 4(ci) OR [4 3fel]
Gels2el 12 M2l AH1vi: Data durability i cloud storage -l dildeas [Geivdi ©.
SdIGi:
Data Durability uiid?] s2 © § data loss s corruption [d-1 2H 2118l 2s] 28 ©.
Hecd:

e Data Protection: si2l data loss 242sid €

e Business Continuity: Operations 412 %33] &

e Compliance: Regulations gil2| %32] ©

GelsRel: Amazon S3 multiple facilities Hi data store s2l4 214 multiple copies Gi-1dl4 99.999999999% (11 9's)
durability weld s2 ©.
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443l gls: "Durability Delivers Data Protection”

yed 4(s) OR [7 djei]

Data scaling ¥i4 replication [da1ddiR 24di.
SdIG:
Data Scaling i resources add s3I dadi data load 4 handle s2diH] &Mdl .

26id: Scaling usiRi

USIR geld ugld
Vertical Scaling ddHi4 machine i ag power add s29 CPU, RAM dgirq
Horizontal Scaling da¢f machines add szdl ag¢) servers add szd|

Data Replication @il 2210114 data I copies 6iHid .

26id: Replication usiRi

UsIR geid GuidI

Synchronous Real-time data copying Critical applications

Asynchronous Delayed data copying Backup systems
SIRAIAIN:

Master Database

Replica 1 Replica 2 Replica 3

43 gls: "Scale Up or Scale Out, Replicate for Reliability"

yed 5(1) [3 dLel]
%fees1d s?i: Cloud computing Hi authentication 14 access control i djR&il-1 Gi A1 HE2! UIIAI ©.
SdIGH:

26id: Authentication vs Access Control
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vy Authentication Access Control

x‘ég User identity verify s2q Permissions -ssl s2d|
Hed "M slel 917" "d¥ ¢] s3] eIs] 17"
ugldii Passwords, biometrics Roles, policies

*fe[§5el14: Authentication uddl identity verify s2 €, ugsl access control 4ssl s2 © § authenticated user 2]
access s?l 2Is ©.

443l 2ls: "Authenticate first, Authorize second"

yed 5(c) [4 2fel]
Cloud #i machine learning - ejf¥isI suidl. sf22g1g s?i: Cloud computing ¥i machine learning i siiui
HEE SR ©.
¥dIGH:
Cloud Hi ML Al ¢jf#isi:

e Data Processing: Hi2l datasets 4 siigi4 2ld handle s2 ©

e Model Training: %[2d algorithms 412 scalable computing

e Deployment: 4201 model hosting 214 serving
|

*(Rl§5e14: Cloud %32 computational power, storage 14 tools Uel- $2 © % Hi2l infrastructure investment [di-|

ML 4 accessible 6i41d €.

26id: Cloud ML A1 SIJEl

SI”AEI qeid

Scalability [Geln datasets handle s2 &
Cost-Effective Pay-per-use model
Accessibility Pre-built ML services

43l gls: "Cloud Computes ML Models"

Med 5(s) [7 21e1]
Cloud i security ussIRl a4di.

¥AdIGi:

26id: Yy Cloud Security Challenges
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yssie

Data Breaches

Identity
Management

Compliance
Multi-tenancy

Vendor Lock-in

Security Layers:

(3
qgeid

Sensitive data di unauthorized access

User access 314 permissions manage

S|

Regulatory requirements yzI s2d
Users g2 shared resources

Single provider U2 dependency

Y

damage

dlensly 4sii4, reputation

Security vulnerabilities

si4- YelAl, penalties
Data isolation concerns

yifed security options

Application Security

Data

A
A

Network Security

Infrastructure Security

Mitigation Strategies:

e Encryption: Transit 244 rest Hi data protect 529

e Monitoring: 2idd security assessment

e Access Controls: Role-based permissions

43 gls: "Data, Identity, Compliance Challenges"

yed 5() OR [3 dje]

Identity access management il ¢jf¥isi senai.

¥dIGi:

Identity Access Management (IAM) cloud systems Hi sivl s3I resources access s2l 215 © d control 2 ©.

26id: 1AM siai

sl
Authentication
Authorization

Audit

442l 2ls: "IAM Identifies, Authorizes, Audits"

yed 5(ci) OR [4 d)el]

qeid
User identity verify s2q
19 permissions 414d|

Access activities track s2d|
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Kubernetes -l caivl 414, sikel A1 24%1di: Kubernetes i cloud computing i Hid2s @lidl &.
SdIGI:

Kubernetes i open-source container orchestration platform < applications -l deployment, scaling -
management automate s .

sl2l§5214: Kubernetes vi19eas € siel S d:

AAY

e Automates Deployment: Application management R0 6419 &9
e Ensures Scalability: [d(de workloads automatically handle s2 &

e Provides Reliability: Self-healing capabilities &

26id: Kubernetes I SIAEl

SIJAEI qeid

Portability sigyel 214 consistently A1d ©
Efficiency Optimal resource utilization
Automation Manual operations €i2IS &

443l 2ls: "Kubernetes Orchestrates Containers"

e 5(s) OR [7 d1el]

DevSecOps (Development Security and Operations) 214%1di.

¥dIGL:

DevSecOps development 2l deployment j¢il DevOps pipeline Hi security practices integrate s2 €.

Traditional vs DevSecOps:

Development Security Testing Operations

DevSecOps: Security
Integrated Throughout

26id: DevSecOps Rigidl
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Rigid aeid sydlsel

Shift Left yiR[ais security testing Code review Hi security

Automation Automated security scans Cl/CD security tools

Collaboration Security shared responsibility d?ls Cross-team security training

Continuous Monitoring ¥dd security assessment Real-time threat detection
SIYEL

* sul Delivery: Security development €l s2d el
e &215d Risks: vi2(cis vulnerability detection

e URiHI (lad: Production uédl issues fix s2d
Tools:

e SAST: Static Application Security Testing
e DAST: Dynamic Application Security Testing

e Container Scanning: Docker security tools

443l Zls: "DevSecOps Develops Securely from Start"
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