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yed 1(H) [3 d1el]
sAIGs 512014 cuvlfRid 20 V4 dedl ge-la ([deindiil seidl.

¥dIGL:

sA1Gs 51221 2 vid] 2sAidiY & ¥ P42 U2 s1Y[Ra1 Adii ¥4l § servers, storage, databases 4 software
UElH S2 6, ¥ duRlIsdidi4 afifds infrastructure A1 HIlds] (A1 ¥3Ra1d Yol resources Gudcd s2Ad 9,

greodl [deindiil;

(Geival qeid

On-demand self-service HI-d] ¢2d&iu (A1 dicsifds idigd il

Broad network access Yuw platforms giRl 42d$ U2 AdiAi Gudc

Resource pooling [afder guieisdiAl HI2 computing resources o pooling
Rapid elasticity %syeil resources ggidl-g2isdl-l yfdel

Measured service Guial-l [Ha1R1ell 244 i1 billing

442l Zls: "On-Demand Broad Resources Rapidly Measured"

yed 1(cl) [4 d1e1]
sdIGs AIE25y2 €iR] V4 AHwdl.

¥dIGi:

Physical Infrastructure
laas -
Servers, Storage, Network

Client L Frontend
Web Broszr, I:i;:le Apps —-{ Internet H Cloud Service Provider }—b Pr\:':f;:n —-{ Backend }—»{ Paas - Platform ‘

Saas$ - Software

sdIGs AIlS2sUAI g2si:
e Client Layer: ¥ild4 gu2ieisdi devices % s@1GS i1 access s2 ©
e Internet: 424s s-iseld HIEAH
* Frontend: gu2i2isdi interface 44 aidi management
e Backend: 4w processing 44 resource management
e Service Models: 1aaS, Paas, Saas layers

¢ Physical Infrastructure: Data centers Hi hardware resources

4432l 2ls: "Clients Connect Through Frontend Backend Services Infrastructure”
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yed 1(s) [7 3ye]

sdIGs AldA HiscAd [Ao1ddIR 2HAdl.

|dIGi:

Service - N
qeid Gelsell User Control

Model

laas Infrastructure as a Service - Virtual AWS EC2, Google Gy - OS,
machines, storage, networks Compute Engine Runtime, Apps

Paas Platform as a Service - Development Google App Engine, HeIY - Apps
platform with tools Heroku and Data
Software as a Service - Ready-to-use Gmail, Office 365, ..

Saas AIY - g5d Data

applications Salesforce

[GardarR ewgd'lz

e laas (Infrastructure as a Service): Virtualized computing resources Y€l s2 © ¥Mi virtual machines,
storage ¥i4 networking M@ ©. guleisdii4 operating systems 44 applications U2 2iyel [Aisel Ha) ©,

e Paas$ (Platform as a Service): Programming tools, database management 214 middleware 1¢i
development platform yeid s2 . Developers infrastructure management (A1 application logic u? €I
slsd s?l 21s ©.

e Saas (Software as a Service): g-22-2 U2 2yl applications Yel- s2 ©. durieisdix] installation §
maintenance [d-1 web browsers gi2I software access s2 €.

43l gls: "Infrastructure Platforms Software - Increasing Abstraction”

yed 1(s OR) [7 OJEI]
sdIGs sujf2oi aldd dad vidli-2 (SLA) Gelrel 2412 44dl.

¥YAdIGL:

Service Level Agreement (SLA) 34 scl1GS 2[d UEldI 44 A1eS dRRIH] 5212 © % AU[8id ddl 2d?, performance
metrics 244 non-compliance 12 penalties civiIRid s2 ©.

Yy g2si:
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€2s CTE Geleel

Availability Uptime 2122l 99.9% uptime

Performance Response time metrics <200ms response time
Security Data protection standards ISO 27001 compliance
Support Help desk response time 24/7 support, 4-hour response
Penalties Failures Hi2 dond? Downtime 412 service credits

Gels2el - AWS SLA:

e EC2SLA: 99.99% monthly uptime

e S3SLA: 99.9% availability, 99.999999999% durability

e Penalty: Availability threshold H12i %di 10% service credit
SIAEINAI:

e Accountability: cid uail Hi2 2uw 2Ugi 1A

e Quality assurance: 2i22ldi0 ddi ad?]

* Risk mitigation: aidi failures Hi2 dnd?

43 gls: "Availability Performance Security Support Penalties"

yed 2() [3 dyel]
azjuidigseld @vIfRid s2i. azjzdigseldd] dlal@isdiil 2.

¥dIGL:

aRjudIgseld i vid] 2sHidiy © ¥ 1221 resources Fdi § servers, storage § networks 1 virtual versions
Gi-Id &, % ¥is ¥ alifds hardware U2 244s virtual instances ddiddiH] HeRl AU ©.

digfeisdii:

e Resource sharing: ¥i-s VMs difds hardware 4 si2igiHdiell share s2 ©
e Isolation: Virtual machines 2dd> 2ld sadaiu [ s12f 52 &

e Portability: VMs 4 [dfdg ofifds hosts g2l uidis] eisiy ©

e Scalability: %3[R2id yxa6i resources 4 dynamically allocate s3l 2isi €

* Cost efficiency: Hardware 1deasdI1l 14 operational costs €21S &

3442 2ls: "Resources Isolated Portable Scalable Cost-effective"

yed 2(c1) [4 dyei]
Ungfudigeld 2 iyel aRjudgseld al dgldad s2l.
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¥dIGi:

vy

Guest OS
Modification

Performance
Hardware Support
Compatibility

Gelseli

Yu dsladi:

Paravirtualization

Hypervisor alel communicate s2di Hi2

modified

G2y performance

[deiy hardware -l %32 -2l

Yifed OS compatibility

Xen, VMware ESX

Full Virtualization
sig modification -l %32 42il

2is] Aissl performance

Hardware virtualization support
%33l

siguel OS 4 support s2 ©

VMware Workstation,
VirtualBox

e Paravirtualization Hi guest OS A virtualization -l %101 ¢l € 244 hypervisor igl A¢sI2 $2 ©

e Full Virtualization Hi hardware o 2iyel emulation @121 8, 2/l guest OS A virtualization -l 1@ 4 i

"u2l gls: "Para Cooperates, Full Emulates"

yed 2(s) [7 yel]

SlguRdIg32 uIvAIRid S2I1. USIR 1 W4 USIR 2 clgudIg352 AHWdI.

¥dIGL:

Hypervisor i software © < alifds hardware 4 abstract s2l4 24 44s VMs 4 resources allocate s2l4 virtual
machines 6i-id 244 manage s? ©.

VM1

Type 2 Hypervisor

Type 2 Hypervisor
Hosted

4-{ Host Operating

H

Physical

dar:
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EENTT Type 1 (Bare Metal) Type 2 (Hosted)

Installation Hardware Uz 2/l Host operating system u?
Performance G2 performance gl performance

Use Case Enterprise, data centers Desktop virtualization, testing
Geleell VMware vSphere, Hyper-V VMware Workstation, VirtualBox
Resource Overhead A1 overhead gyl overhead

Type 1 SIRIEIAIL: GisdR performance, il hardware access, enterprise-grade security
Type 2 SIIEIRAIL 2420 setup, host OS 2112 parallel 21d &, development Hi2 113

4u3l 2ls: "Type 1 Bare Metal, Type 2 Hosted"

yed 2(4 OR) [3 del]
aRfaIg3el441 UsiRid] Al€] cididl 214 siguel visd il&rdui 2umal.
%dIGI:
aRfuidig3el-1 UsIRA:
e Server Virtualization
e Storage Virtualization
e Network Virtualization
e Desktop Virtualization
e Application Virtualization

e Memory Virtualization

Server Virtualization ([d21ddI?):
Server virtualization ¥is % aiilds server u2 44s virtual servers 6i-1d . £2s virtual server uidi-I operating
system 14 applications 18 2cd> 2ld s1i s2 ©.

SIAEIAI:

e Resource optimization: ¢iSd2i cied? Guiol
e Cost reduction: 211 ¢fifds servers -l 32

e Flexibility: 21201 VM migration 14 scaling

43 gls: "Server Storage Network Desktop Application Memory"

yed 2(ci OR) [4 d)el]

A Y

¢ISdR ¥4 Aligedr afudigseldd aeid s2l.
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CCIAR
MSIR Hardware Virtualization Software Virtualization
CPU virtualization features Guaio| s2 ,
ugld & Pure software emulation
Performance  Native performance -l 4¥s Emulation 4 si2el &y
CPU Support Intel VT-x § AMD-V %33 sigyel CPU U2 sIi 52 ©
Guest OS Unmodified OS aid 21$ & OS modifications -l %32 usl 215 &
. QEMU, VMware Workstation (software
Gelseeli VMware vSphere, KVYM

mode)
Hardware Virtualization: CPU virtualization extensions -1 @& @gf4 guest instructions + iléll execute 52 9,
¥ Gisd? performance 44 security isolation Ugld s2 ©.

Software Virtualization: Binary translation Guio| s2l4 guest instructions - host-compatible instructions Hi
convert s2 8, ¥ d¢gf compatibility u2g performance overhead 2112l Yeld s2 ©.

443 gls: "Hardware Fast, Software Compatible"

yed 2(s OR) [7 djel]
ajuid Heild cdiddl uid J4% sd14] ulBa1 44dl.

¥dIGL:

VM Creation Process:

Allocate R
Plan VM Requirements H Select Hypervisor °°:;J ::'::Ws Create Virtual H Configure Network Settings H Install Guest OS H Install VM H Configure VM H Create VM Snapshot

([Ga1ddIR ydIdi:

—_

. Planning: CPU cores, RAM, storage ¥4 network requirements -issl s2q
Resource Allocation: Virtual machine 4 alifds resources assign s2di

Storage Setup: Virtual disks ci-14dl (VMDK, VHD, QCOW?2 formats)

Network Configuration: Virtual network adapters 244 connectivity setup s2di
OS Installation: ISO s network boot Guid| s3l4 operating system install s2¢

Tools Installation: cisd? integration 412 hypervisor-specific tools install s2d

N oo v o~ W DN

Management Tasks: Performance monitor s29, snapshots ci4igdi, VMs 4 backup s29
VM Management Operations:

e Start/Stop/Restart: Power operations

¢ Snapshot Management: Snapshots ¢id194d|, restore s2dl, delete s2dI
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e Resource Scaling: CPU, memory, storage add/remove s2dl
e Migration: Hosts 42 VMs uiisdl

e Backup/Recovery: Data protection strategies

43 gls: "Plan Select Allocate Create Configure Install Manage"

yed 3() [3 dye1]
521 322 QvAIfd s2l. siguel 6 usiR4I S21 A2 deid s?l.

¥dIGi:

S21 A2 i Ad] Yfdel © % s Y22 [[aw, 42d(So1 d1e] 44 221 [[22w dall power, cooling 244 security

systems ¥d| supporting infrastructure 12l 21U ©.

S21 A2l USIRA:

USIR qeid

Enterprise Data \ : Con
P s % el Hilds] 24 2iildd

Center
Colocation Data 2i4s clients 4 space &S AA1udl shared
Center facility

Enterprise Data Center:

* 22l gl AidRs Gulal HI2 6iH1dg A4 manage s2q
e Infrastructure 44 security u2 2iyel [Hel

o gy uiRfais 2isivl ug customized solutions
Colocation Data Center:

e Third-party facility % space, power 214 cooling gl s2 &
o ids I MR infrastructure share s2 &

e Aie] costs 4 professional management

43l gls: "Enterprise Private, Colocation Shared"

yed 3(cl) [4 d1el]
sdIGs S21 A-224i 25d(Gi[A2l v4 gailR(A2] g2l dsiud s2i.

¥dIGL:
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vy

vl
Response
(€an

Time Frame

Resource Usage

Yy dsladi:

e Scalability [dsiiH] &iHdi U2 €4 s[~d s2 ©, 212 Elasticity automatic adjustment U2 IR 4s &

Scalability

agidl workload &-sd s2d14] &udi

Manual § A12i(%d scaling

AM1 2d upward scaling

dicdl 2114l capacity planning

v4uidil resources ¢igf 21s &

e Scalability i Hi4d] sadaiu %37, Elasticity automated ©

Elasticity

Demand A1¢l1Rd automatic scaling
Automatic 44 2sul response

Up 244 down 6id scaling

Real-time demand response

Optimal resource utilization

\

e Scalability 2vil(ds 2114 ©, Elasticity operational sizigiHdi &

\

GeleRell:

e Scalability: 21u(gid traffic g1 €214 ag servers GHral

e Elasticity: CPU usage 141[2d Auto-scaling groups % instances GHz/g2 s2 &

4u2 2ls: "Scalability Plans, Elasticity Adapts"

ved 3(s) [7 3]

SIAIAIM A1 $21 A-224i SDN (dig2dR-[S519-s d2dlS21) yuMal.

VUdIGi:
SDN Architecture
L Control Layer .
Applications Layer Southbound API Infrastructure Layer Physical Network
e Northbound API-------» SDNICONTTO!CTRNN - S -
Network Apps, Services OpenFlow OpenFlow Infrastructure
OpenFlow

N .
SDN €esi:

< AN

Layer S Gelsrell

Application Layer

Control Layer

Infrastructure
Layer

Network applications 44 services

Centralized network control 244

management

Controller gl2I controlled forwarding

devices

No.
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Load balancers, firewalls,
monitoring

OpenDaylight, ONOS, Floodlight

OpenFlow switches, routers
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Yy [Geindiii:

e Centralized Control: Network management - is ¥ s
e Programmability: Software glI ciuifid network behavior
e Abstraction: Control 214 data planes I [daiix

e Dynamic Configuration: Real-time network policy changes
S21 A224i SIYEINI:

e Flexibility: 420 network configuration changes
e Automation: Programmable network management
e Cost Reduction: Commodity hardware -1 Guaio|

e Innovation: 4dl ddii-l syl deployment

4u3l 2ls: "Applications Control Infrastructure - Programmable Networks"

yed 3(1 OR) [3 de]

AY AY N

521 221 Yy g2sid Bl 244 dd deid sai.
%dIGi:
Yyua S2i 22 gasi:
e Servers: Applications i services Jdiddl computing resources
e Storage Systems: Data storage arrays (SAN, NAS, DAS)
¢ Network Equipment: Connectivity 12 switches, routers, load balancers
e Power Infrastructure: (G-l power Hi2 UPS, generators, PDUs
e Cooling Systems: 2123 diuyHI4 s1nddl HVAC systems

e Security Systems: aiilds 244 logical access controls

Critical Infrastructure:
£25 €25 S2I -2 A™IGA HI2 ¥1923s B, high availability 214 disaster recovery Hi2 redundancy 2.

443l 2ls: "Servers Store Network Power Cool Secure"

yed 3(6i OR) [4 del]
$21 A2 4245 2iuidigVidl A€l cididi 244 dHiail sig Visd audi.
SdIGi:
$21 A2 d2d$ 2ividiyii:

e Three-tier Architecture

e Spine-Leaf Architecture
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e Fat Tree Topology
e Mesh Topology

Spine-Leaf Architecture ([d21ddI?):

AP + AR + Fomm - +
| Leafl | | Leaf2 | | Leaf3 |
e + dProommcas + dhoomoaes +

| I |1

| == + e + |

| | |
e + AP + R +
| Spinel | | Spine2 | | Spine3 |
FESSSae + PESSSe + oo +

digfeisdiAi:

o Leaf switches servers 314 storage 12 connect &1 €

e Spine switches inter-leaf connectivity Usi4 s2 ©

o sid leaf-to-leaf connections A2l - ci¢i traffic spine HIRgd w1 ©
e Y4 path lengths sigubl ¢i endpoints i

e High bandwidth i1 low latency design

443l gls: "Three Spine Fat Mesh"

yed 3(s OR) [7 d)ei]

drglagsuR 1% sis (1aC) 4 d-1 disfia vHiiHeld ge A1 4uwdl.
SUIGH:

Infrastructure as Code (IaC) >4 manual processes 4 6ied machine-readable definition files gl2I computing
infrastructure 4 manage 244 provision s2didl e .

Yo Rigidi:
Rigid qeid SIAEIV
Declarative udidi 4él, u2g desired state caiuifdd s2q Predictable outcomes
Version Control Git Hi infrastructure definitions Change tracking, rollback
Automation Automated deployment 214 updates HI-d] ofdl gl2isdl
Consistency Environments d?2 aHi4 configuration (G112 deployments

dishia laC 2cu:
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2d USIR geid Guaiol
Terraform Declarative Multi-cloud infrastructure provisioning Cross-platform deployments
Ansible Imperative Configuration management 44 automation Server configuration
CloudFormation Declarative AWS-specific infrastructure templates AWS resource management
Puppet Declarative Configuration management Enterprise automation
Chef Imperative Infrastructure automation platform %2 deployments

l1aC SIAEIAI:

e Speed: %5yl deployment 44 scaling

e Consistency: Stages 422 ¥4 environments

* Cost Control: Resource optimization i tracking
¢ Reliability: Configuration drift gi21sq

e Collaboration: Shared infrastructure definitions

Implementation Gels2el:

# Terraform GEele20]

resource "aws_instance" "web_ server" {

ami = "ami-12345678"
instance_type = "t2.micro"
tags = {

Name = "WebServer"
}

43 gls: "Terraform Ansible CloudFormation Puppet Chef"

yed 4(4) [3 del]
sAIGs 221% clvIfid s2i. sAIGs 221k Ad1vi4 Gelerel @uil.

¥dIGL:

sAIGs 221 i vid] ddl © ¥ gurieisdiziid local storage devices 4 6ied g-2242 U2 remote servers U2 data store,
access ¥4 manage sdi4] 43l A1 ©.

sAIGs 22i2% AdIAidI Gelsell:
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eldI Adl UsiR Guaial

Amazon S3 (Simple Storage Service) Object Storage Web applications, backup
Google Google Drive File Storage Personal, collaboration
Microsoft Azure Blob Storage Object Storage Enterprise applications
Dropbox Dropbox File Sync File sharing, sync

iCloud Apple iCloud Personal Cloud iOS device backup

Huy SIRJAEIATL Accessibility, scalability, cost-effectiveness, automatic backup

43l gls: "Amazon Google Microsoft Dropbox Apple"

yad 4(6l) [4 3]

Sal sif2-il 24 gaoﬂ@la'l dR2l dgldd S2l.

¥dIGL:
\ll‘ej Data Consistency Data Durability
vl aigl nodes s 2118l I data YA © System failures ©di data 2sl 28 &
sisy Data accuracy 244 synchronization Data preservation i1 recovery
UssiR Concurrent access conflicts Hardware failures, disasters
Gsdl ACID properties, eventual consistency Replication, backups, redundancy
Gele2ell Bank transactions, inventory updates File backups, disaster recovery

Data Consistency: uiid?] s2 © § ciell database nodes Hi sigul 142l 2H14 data ¢l¥ 9, real-time accuracy %33
applications Hi2 Hécdypl.

Data Durability: wid?] 2414 © S committed data system crashes, power failures § hardware malfunctions
ussl uel GUAEGH 28 ©.

Trade-offs: Strong consistency performance - 242 52l 215 9, %12 high durability H12 d¢lii4I storage costs
%32l

43 gls: "Consistency Synchronizes, Durability Survives"

yed 4(s) [7 )]
SAIGS 2212%1 UsIRi [Aa1ddIR 4HMdl.

¥AdIGi:
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Storage

(4 \

qeid GuidI
Type
Object Metadata 12l objects d?ls Web apps, content
Storage files store s2 & distribution
Block Databases Hi2 raw block-level High-performance
Storage storage databases
File Yyup2Id hierarchical file File sharing, content
Storage system management

[Gardaiz auydl:
Object Storage:
e Structure: Unique object identifiers a2l flat namespace
e Scalability: @2ici01 i43ilEd capacity
e Access: REST APIs, web interfaces
e slALIAI: Cost-effective, dfgis 2ld accessible, metadata support

Block Storage:

e Structure: Compute instances 12 attached raw storage blocks
e Performance: High IOPS, low latency
e Access: Direct block-level access
o sIAEIRAI: High performance, database optimization
File Storage:

e Structure: y2u212id directory/folder hierarchy
¢ Sharing: Multi-user concurrent access
e Access: Standard file system protocols (NFS, SMB)

o sIAEIAIL: UlRRid interface, application compatibility
yRiedildI HIuEs:

e Performance %3[RaIdI: Databases Hi2 Block, web Hi2 Object
e Access patterns: Shared access H12 File, web apps 412 Object

e Cost considerations: Object 2iieil 2i2d, Block 2ileil Higj

43 gls: "Objects Scale, Blocks Perform, Files Share"

yed 4(1 OR) [3 de]

sdIGs S2iciaiy cuvIfRid s2i. sdIGs 21615 Adiild Geleel quil.
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¥dIGi:

sdIGs S216iAA ¥ sdIGs Ueldizl gl hosted 44 managed database services , % scalability, high availability
4 i1 administration overhead Yeld s2 ©.

\

sa1Gs S$216i%5 AdiAidI Gelseli:

Ueldl Adi UsIR [deivdiAi

Amazon RDS (Relational Database Service) SQL MySQL, PostgreSQL, Oracle
Google Cloud SQL SQL Managed MySQL, PostgreSQL
Microsoft Azure SQL Database SQL Cloud Hi SQL Server
MongoDB Atlas NoSQL Managed MongoDB

Amazon DynamoDB NoSQL Key-value, document store

sI”AEIAI: Automatic scaling, backup management, security updates, global availability

4u3l 2ls: "Amazon Google Microsoft MongoDB"

yed 4(ci OR) [4 d)el]
S21 25[d21 14 a5l geid s2l.

¥AdIGi:

Sa1 25(@a1:

Scaling Type qeid ugld SIAEIV

Server capacity AR, slgf code changes

Vertical Scaling CPU, RAM, storage GH2q

geiRd) 2]l
Horizontal 3 Nodes g2 distribute S
. agj servers GHRa| . olede fault tolerance
Scaling SY
s21 Ma@sel:
Replication e - .
qgeld Gl Consistency
Type
As write node, A4s read Read-heavy ,
Master-Slave Eventual consistency
nodes workloads
. . . —— Conflict resolution
Master-Master ¥i4s write nodes High availability -
Peer-to-Peer Agl nodes M1 Distributed systems %[2d consistency
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YU SIAEIAIL

e Scaling: ddidi load 244 data volume handle s2di

* Replication: Availability >4 disaster recovery ygiidl

e Performance: ¥i-s systems d22 load déaq

¢ Fault Tolerance: Failures &di operations g 2Iud

442l 2ls: "Vertical Horizontal, Master Slave Peer"

yed 4(s OR) [7 d)ei]

SAIGS $216i3541 USIRI AHWIdI.

¥UIGI:
Database
Type

Relational
(sQL)

Document
Key-Value

Column-
Family

Graph

(3
qeid

ACID properties 218l structured
data

JSON-like document storage

R0 key-value pairs

Wide-column storage

Nodes i relationships

SQL vs NoSQL dd-il:

SQL Databases

vy
Schema
Scaling
ACID
Queries

Consistency

yedild1 HIUESI:

Fixed schema

Vertical scaling

2iyel ACID compliance

SQL language

Strong consistency

Gereaeli

MySQL, PostgreSQL,
Oracle

MongoDB, CouchDB

Redis, DynamoDB

Cassandra, HBase

Neo4j, Amazon
Neptune

e Data Structure: Structured data — SQL, Unstructured — NoSQL

e Scalability: Horizontal scaling — NoSQL

e Consistency: Strong consistency — SQL

No. 15/ 22

Guiol

Financial systems, ERP

Content management, catalogs

Caching, session storage

Time-series, loT data

Social networks,
recommendations

NoSQL Databases
Flexible schema
Horizontal scaling
BASE properties
[dlde query methods

Eventual consistency
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e Complexity: %[2d queries — SQL, 120 access — NoSQL
sdiGs S216125 AdIAl:

* Amazon: RDS (SQL), DynamoDB (NoSQL), DocumentDB (Document)
e Google: Cloud SQL, Firestore, BigTable

e Microsoft: Azure SQL, Cosmos DB

4u3l Zls: "Relational Document Key Column Graph"

yed 5() [3 d1el]
sd1Gs 28l culvIfRid s2i. sdIGs Y&l HI2 [dldd ussiRidl A1€] ciidl.

¥AdIGi:

sdIGs 2l A policies, technologies, applications 244 controls 1 2igei 4414 & F-1 Gulol sclIGs 51221 2112
Js01dd virtualized IP, data, applications, services 44 infrastructure 4 2(&id sa1 HI2 211 €.

sAIGS Y&l USSIR:

 Data breaches i privacy concerns

e Identity 14 access management l ¥2adi
* Insider threats i privileged user access

e Compliance 4 regulatory requirements

e Shared responsibility model -l 3jasqe

e API security vulnerabilities

Yy ussiRl gii:
£25 USSIR HI2 SAIBS environments Hi SiuiHi4 gl21sdl 244 data protection y[d[28id s2d1 Hi2 [dleie security
strategies 14 tools -l %32 ©.

4u3l Zls: "Data Identity Insider Compliance Shared API"

yed 5(cl) [4 d1el]
A15[22] ddwH-2 v VisAA 52id U sl Hig duii.
FdIG:

Identity and Access Management (IAM):
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€28 el skl

Authentication User identity verify s2q Username/password, MFA, biometrics
Authorization Y123 permissions A1yl Role-based access control (RBAC)
Accounting User activities track sdil Audit logs, compliance reporting

Access Control Models:

e Role-Based Access Control (RBAC): [df2ix2 permissions 12 users 4 roles assign s2di
e Attribute-Based Access Control (ABAC): Attributes 41¢l1Rd dynamic permissions

e Mandatory Access Control (MAC): System-enforced security policies
Best Practices:

e Principle of least privilege: dgjuy %331 access
e Multi-factor authentication: dgiRdl security verification
e Regular access reviews: 2iHid2 permissions -l audit

e Zero trust model: €25 access request A verify s2dl

34432 2ls: "Authenticate Authorize Account”

yed 5(s) [7 dJe]
sdIGsHi S21 28l HI2 GuAidIMi daid] 2sidiYi A4di.

¥dIGi:
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2sdidiy)
Encryption

Key
Management
Digital
Signatures
Access Controls
Network
Security

Data Loss
Prevention

Backup &
Recovery

(Y

4

Data protection

Secure key storage

Data integrity

Permission
management

Traffic protection

Data leaks 242s19d]|

Data availability

Security Implementation Layers:

Application Security
Code security, input
validation

(3
qeid

Data A 91412 format Hi convert
S8

Centralized key lifecycle
management

Data authenticity verify s2 &

Role-based access restrictions

Secure data transmission

Data movement monitor A4
control s2 &

Disaster recovery planning

Data Security

Encryption, tokenization

Network Security
Firewalls, VPN, SSL/TLS

Vudlsael

AES-256, RSA encryption

AWS KMS, Azure Key
Vault

PKI certificates

IAM policies, RBAC

VPN, TLS/SSL, firewalls

DLP tools, content
inspection

Automated backups,
replication

Infrastructure Security

Yu Security Practices:

Physical security,
hypervisor

 Data at Rest: 4¥Gjd encryption algorithms Guaial s34 stored data 4 encrypt 529

e Data in Transit: TLS/SSL protocols Guaial s2l4 secure transmission

e Data in Use: Secure enclaves 12l processing €21 data - protect s2q

e Key Rotation: [{aHd cryptographic key updates

e Compliance: Regulatory requirements (GDPR, HIPAA, SOX) 4 yz s2dl

Emerging Technologies:

e Homomorphic Encryption: Encrypted data u2 compute s29

e Zero-Knowledge Proofs: Data u2I2 saf (A verify s2q

 Confidential Computing: Processing €2(¥2iI4 data 4 protect 29

43l gls: "Encrypt Keys Sign Control Network Prevent Backup"

yed 5(1 OR) [3 2fel]

(3 N\ * \ (4 \ * \ A Y
Addd 51201 curvIRid s2i0. Adadd s1Y2o141 giIEIAI] A1€] 11Ul
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¥dIGi:

Serverless Computing 21 s@l1Gs execution model © SHi sA1GSs YeldiA server allocation 44 scaling 4
dynamically manage s2 &, % developers - server management [d-1 §sd code U2 €14 §[~d s2di] He] 2410 ©.

Serverless Computing I SIRJIEIAI:

e sid server management 2il: s¢iGs ysldl infrastructure handle s2 &

e Pay-per-use pricing: ssd did[ds execution time Hi2 ysde]

High availability: Built-in fault tolerance 44 redundancy

Automatic scaling: ¥3[Ra1d 461 241UIAIY scale up/down 21 &

2ssul development: Infrastructure 4], business logic u? €21

* i operational overhead: Servers 4 patch § monitor sedii] %32 il

disfia Gelereli: AWS Lambda, Azure Functions, Google Cloud Functions

43l gls: "No Automatic Pay Faster High Reduced"

yed 5(ci OR) [4 d)el]

Y Vi 5191 512221 92 dglad sa.

¥AdIGi:

vy

224
Processing
Latency
Connectivity
GuId|

Gelsell

Yy dsladi:

Edge Computing

Network edge uz, devices -l 4%)s
Edge devices uz local processing
Ultra-low latency

Direct device connection

loT sensors, autonomous vehicles

Smartphone apps, smart cameras

Edge data source Al ailél 4%s compute @id ©
Fog distributed computing layer 6i41d &

Edge dicsifds response HI2 optimize $2 ©

e Fog «lus [dadi2- coverage Ueld 2

Gidd1 SIAEIAI:

* sdIGs ¢l bandwidth usage €21S &

e Response times YdIR &
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Fog Computing

Cloud 44 edge devices 42l

Nodes 4?2 distributed processing
Low 2il medium latency
Hierarchical network structure
Smart cities, industrial automation

Router-based processing, gateways
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e qgidl privacy 244 security

e Critical applications Hi2 agj 13 reliability

"u2l gls: "Edge Direct, Fog Distributed"

yed 5(s OR) [7 Jei]
S22 AvAIRId s2i. Gelsel 12 image GidIdd] Y SIS 5242 AdIddId] YIdi A4H¥dl.

¥AdIGL:

Containers i lightweight, portable packages © %Hi application code, runtime, system tools, libraries
settings dMd © < [d[de environments 42 applications - aidd Ad1dd] HI2 %33 ©.

Docker Container Creation Steps:

FROM base_image

COPY fil
RTJpr\’l)_ iles Write Dockerfile \
install_commands
Build Docker Image \
docker build -t image_name Fum Beaiar \
docker run -p port:port /
image_name Manage Container

docker ps /
docker stop

docker start

widicig wlEal:

1. Dockerfile Gididi:

# Base image
FROM node:l4-alpine

# Working directory set 52
WORKDIR /app

# Package files copy s?l
COPY package*.json ./

# Dependencies install SR

RUN npm install

# Application code copy S
COP Y

# Port expose SR
EXPOSE 3000

# Start command
CMD ["npm", "start"]
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2. Docker Image Build sz

# Dockerfile Hiell image build S2l
docker build -t my-web-app:latest

# Images list SR
docker images

3. Docker Container Run s?i:

# Port mapping ¥lgl container run S2I

docker run -d -p 8080:3000 --name web-app my-web-app:latest

# Running containers check s?l

docker ps

4. Container Management:

Command &q Gelsel

docker ps Running containers list s2d| docker ps -a

docker stop Container stop szdi docker stop web-app

docker start Stopped container start s2d| docker start web-app

docker logs Container logs wsidl docker logs web-app

docker exec Container Hi command execute s2d| docker exec -it web-app /bin/sh

Container SIJAEIVI:

 Portability: Docker install &iid siguel %214 run a1 €

e Consistency: Development/production 42 2MI4 environment
e Isolation: Applications 2dds 2ld run 213 &

e Efficiency: OS kernel share s2 £, VMs s2di lightweight

e Scalability: Orchestration d12i 220 horizontal scaling

Docker vs VM qd-l:
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Docker Containers Virtual Machines

= + N +
| AppA App B | | App A App B |
| Runtime Runtime | | 0S A 0S B |
S + e +
| Docker Engine | | Hypervisor |
R + o mmemmeaneemmenmes +
| Host OS | | Host OS |
rocomoomooaooooanoos + rocomoomooaooooanoos +
| Hardware | | Hardware |
e + Pommmemmeomeemeanmes +

¥4I Docker Commands:
¢ Image Management: docker pull, docker push, docker rmi
e Container Operations: docker create, docker kill, docker rm

° System Info: docker info, docker version, docker system df

Gelerel GuldI:
Node.js backend 21184 web application containerize s3] eisiz © %2il development, testing 244 production
environments 42 Add deployment yf4[gid 2121 &, "works on my machine" M1 €2 s2 ©.

Container Orchestration:
Production deployments Hi2, orchestration tools I Gui2| s2i:

o Kubernetes: Advanced container orchestration
e Docker Swarm: Native Docker clustering

e Amazon ECS: AWS container service

43 gls: "Create Build Run Manage - Dockerfile Commands Lifecycle”
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