Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER -5 (NEW) - EXAMINATION - Summer-2025

Subject Code: 4353204 Date: 16-05-2025
Subject Name: Cyber Security
Time: 02:30 PM TO 05:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (a) Describe CIA triad with example. 03
sl ) Gelswl U8 CIA [FY2le alel 52). 03
(b) Explain Public key and Private Key cryptography. 04
() ulogs sl wa uigde sl [selaulsl uxendl. oY

(c) Explain various security attacks, mechanisms, and services associated with 07
each layer of the OSI model.

(5) OSI HISaell €35 2R Al8l 2{5n1Ad (dfdy el gHAll, Ugg[dul W 09

A1) Yuextdl.
OR
(c) Explain MD5 hashing and Secure Hash Function (SHA) algorithms. 07
(5) MD5 &[0 Wal [UIKANR &2l §521e1 (SHA) WL [ReH UHxxd). 09
Q.2 (a) Whatis firewall? List out types of firewall. 03
Ust2 (¥) 51ud1d ) 872 dell uslRledl ulel 1414l 03
(b) Define: HTTPS and describe working of HTTPS. 04
(W) AVALRA 5): HTTPS A HTTPS il 51s} dRlet 52, oY
(c) Explain different types of malicious software and their effect. 07
() [aldy usietl geildstiyRl AT52d2 W AHefl 1R YHomd). 09
OR
Q.2 (a) Whatisauthentication? Explain different methods of authentication. 03
ust2  (4) uHIRllsRRQA21321e) 9f 8?7 uMIllsIRANAASI32l) ofl [dlay o3
Ueg, (] quosd).
(b) Define: Trojans, Rootkit, Backdoors, Keylogger 04
(W) AR 53: 2o, w252, AsSIY, sldlaR oY
(c) Explain Secure Socket Layer (SSL) and Transport Layer Security (TLS) 07
protocols.
(5) RSNR Ade AU (SSL) w4 2leule QU AKARE (TLS) Wlelsld o9
YHoCl.
Q.3 (a) Explain in detail cybercrime and cybercriminal. 03
U3 () AUR—GR $I9H o AI”AGR(sH]AE A [ddlddiR 1Hosd). 03
(b) Describe cyber stalking and cyber bullying in detail. 04
(W) AURGR RUEL A YA Wl of dle 53). oY
(c) Explain Property based classification in cybercrime. 07
(5)  URAER sIoHH U] Apns salRfs32let Yud). 09
OR
Q.3 (a) Explain Data diddling. 03
Usl3 () 32l [Ss(Ear quamdl. 03
(b) Explain cyber spying and cyber terrorism. 04

(M) ALRIGR LS| Wl ARAMR 233 AH AHoxdl. oY
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Explain the role of digital signatures and digital certificates in cybersecurity.
AR YRelUi [Slred Al wal (Slesed uHIUAlefl 4151 uHxd).
What is Hacking? List out types of Hackers.
&(591 9] B? &5l UsIRAsAl ULE] vdeildl.
Explain Vulnerability and 0-Day terminology of Hacking.
&[540l det(04(A2] WA 0-(edy il URMINL -
Explain Five Steps of Hacking.
IR EIRVETREIRTRIL I

OR
Explain any three basic commands of Kali Linux with suitable example.
stel (Aetsdetl S1EURL AR A58 SHLS ALY GeleL U1 YHldl.
Describe Session Hijacking in detail.
Aol ©19B(53Le] [cloldallR el $3).
Explain how Virtual Private Networks (VPNSs) create secure, encrypted
connections over public networks.
afud Ulode A2d sy (VPNs) & Aed sy U 3] 1d y2&id, Ae52s
550 Wetld & d Yuxtdl.
Explain Network forensics.

Aeds sR[1sU AHendl.
Explain why CCTV plays an important role as evidence in digital forensics
investigations.
(Slewed s[4S dUlHi YRLdl dil5 CCTV 2Ll UL Hecdsil ¢(Hs1 ¢osd
8 d UHedl.
Explain phases of Digital forensic investigation.
[S(w2a s1R (=4S dulUell duissludl YHodl,

OR
List applications of microcontrollers in various fields related to cybersecurity.
UI”YGR el Aoiltd (alay AU Uieslsealdedl A eduleil ulel
LT
Explain the importance of port scanning in ethical hacking.
Alds (ALRLSE) (511 U2 By (ed1s] Hecd yHosd).
Describe the process of conducting a vulnerability assessment using Kali
Linux tools.

516 (Gelsd 264 GUANIL 53)o deatR (W (G2] WNAuNe2 Sd1s{] U5l
dRlet 530,
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