Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER -5 (NEW) - EXAMINATION — Winter-2024

Subject Code: 4353204 Date: 27-11-2024
Subject Name: Cyber Security
Time: 10:30 AM TO 01:00 PM Total Marks: 70

Instructions:
1.  Attempt all questions.
2 Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted
5 English version is authentic.

Marks

Q.1 (a) Define cyber security & computer security. 03
USLT () ULRAGIR Y& el 5122 YRell v [Ad 531, 03
(b) Explain CIA tirad. 04
(1) CIA tirad ¥H1d). oY
(c) Define adversary, attack, countermeasure, risk, security policy, 07

system resource, and threat in the context of computer security.

(5) SR Yellell AseiHi g, W2s, s51G-2MMR, RS, 09
R UL (@], RieH A0l x1a e A cuvAlld s3.

OR

(c) Explain MD5 hashing algorithm. 07

(5) MD5 &[Rid1 He RuH yHosd). 09

Q.2 (a) Define authentication in context of cyber security. 03

USL2 () URGR YRellstl AeeHi w132 cluAlRld 53, 03
(b) Explain public key cryptography with example. 04

(W) Uldes(els S| (5LR1ALS] GelsL UL& yHd). oY

(c) Explain working of packet filter and application proxy. 07

(5) Ube (5622 wal N [wdelet Ulslefl siHo0l] uuendl. 09

OR

Q.2 (a) Explain multi-factor authentication 03

Usl2 () HE2| 5522 WAL Al 03
(b) Explain the process of password verification. 04

(@) uIddS AR[E3eA( ulsal Yuesd). oY

(c) List out malicious software and explain any three malicious software 07

attacks.
(5) &Nd Alsedell YR wsildl M 18Ul ARl gNd HIsed2 09
SHE 1) YHod).
Q.3 (a) Explainthe importance of ports in cyber security. 03
Usl3 () UK YR&UMI Ules] Hecd Yuoxdl. 03

(b) Explain Virtual private network. 04



(W) dfudg ulpde g5 Yuosd).
Explain the impact of web security threats.
dod Yrell MLl A4 1Mol
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OR

Explain working of digital signature.
[Slree RAUeAL s1HR] Auocl.

Describe HTTPS.

HTTPS o dilel 530,
Explain social engineering, vishing and machine in the middle

attack.

AlRud Alos(AdRal, (Al A Held 9 [Hse Aes

{Ho1d).

Match the following.

Column A Column B
1. Denial of | a. Ensures data is not altered
Service during transmission
(DoS)
2. Port 443 b. Default port for HTTP
3. Secure
Socket Layer
(SSL) c. Default port for HTTPS
4. Port 80 d. Creates a secure
connection  over  the
internet
5. Integrity e. Predecessor of TLS for

secure communication

6. VPN (Virtual | f.
Private
Network)

Attack  that  disrupts
network services
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3. RKIR
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Qua(ssL) | ¢ HTTPSHI2 [Sstee vle
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List out types of hackers and explain role of each.
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() &s¥etl UsRell ALE] wotid) el £3500] of[HSL UMl oY

(c) Explain SSH (Secure shell) protocol stack. 07
(5) SSH ([RKUR Ad) Ul2lsld 25 Huodl, 09
OR

Q.4 (a) Explain foot printing in ethical hacking. 03
usla () Alase &(5aui se (Wl quendl. 03
(b)  Explain scanning in ethical hacking. 04

() W(ausd S5 B[eid1 qHondl. oY

(c) Describe injection attack and phishing alttack. 07

(5) SoB52Uel Wes Ul [520[21L W2 se] aulel 52, 09

Q.5 (a) Explaindisk forensics. 03

Usls () (S S1R[RAsU AUl 03
(b) Explaip password cracking methods. 04

() UlAdS 55191 Ueg (i) uHodl. oY

(c) Describe Remote Administration Tool gRAT). 07

(5) <Hle As[H(c1221e 24 (RAT) f dBlst 2. 09

OR

Q.5 (a) Listoutchallenges of cybercrime. 03

USL5 () URGR $IEHeAL USSIRIeAl ALEL Metldl. 03
(b) Explain mobile forensics. 04

(W) HlULed 1R[54 qHondl. oY

(c) Explain Salami Attack, Web Jacking, Data diddling and 07
Ransomware attack.

(5) il 1es, du (591, 32l (55[Ea1 A FJeuHdR W2 s ). 09
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